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Raspberry Pi Bluetooth Proximity Detector - A Simple Guide
Raspberry Pi Bluetooth Proximity Detector - A Simple Guide
May 25, 2017
Let's create a Bluetooth proximity detector using a Raspberry Pi, USB Bluetooth adapter, and a phone with Bluetooth enabled. This tutorial will guide you through the process of detecting a known Bluetooth device within range of the Raspberry Pi, without the need for pairing the devices.

Step 1. Ensure USB Bluetooth is working on the Raspberry Pi.
Install sudo apt-get install bluetooth
Check it Bluetooth status with this command: hcitool dev
Should return the device's Bluetooth address: Devices: hci0 00:00:00:00:00:17

Step 2. Getting the MAC address of a device.
On an Android Phone version 6.0.1, Settings > System > About device > Status > Bluetooth address.

Step 3. Test Connection to Client Device
Command: sudo l2ping -c 2 00:11:22:AA:BB:CC
Result:
Ping: 00:11:22:AA:BB:CC from 00:00:00:00:00:17 (data size 44) ... 0 bytes from 00:11:22:AA:BB:CC id 0 time 7.32ms 0 bytes from 00:11:22:AA:BB:CC id 1 time 22.46ms

Checkout some of the additional commands in this blog post

ASP.NET XSS protection
ASP.NET XSS protection
September 5, 2017
Securing an ASP.NET WebApi for PCI application tests is no trivial matter.  It can take weeks of planning and the app to be analyzed.  After reviewing OWASP and other related XSS sites, the web.config was the first to be updated to prevent against attacks (MIIM & XSS).

In system.webServer element, add the following:

<httpProtocol>
  <customHeaders>
    <remove name="Server" />
    <remove name="X-Powered-By" />
    <remove name="X-Frame-Options" />
    <remove name="X-XSS-Protection" />
    <remove name="X-Content-Type-Options" />
    <remove name="Cache-Control" />
    <remove name="Pragma" />
    <remove name="Expires" />
    <remove name="Content-Security-Policy" />
    <clear /> <!-- removing anything set by IIS -->
    <add name="X-Frame-Options" value="DENY" />
    <add name="X-XSS-Protection" value="1; mode=block" />
    <add name="X-Content-Type-Options" value="nosniff" />
    <add name="Cache-Control" value="no-cache, no-store, must-revalidate" /> <!-- cache could be altered -->
    <add name="Pragma" value="no-cache" /> <!-- cache could be altered -->
    <add name="Expires" value="Sun, 1 Jan 1990 00:00:00 UTC" /> <!-- cache could be altered so set far in past and not -1 -->
    <add name="Content-Security-Policy" value="default-src 'self' 'unsafe-inline' data; font-src *; img-src https://*;" /> <!-- where resources can come from -->
  </customHeaders>
</httpProtocol>


Content security policy was the only one considered less secure due to outside javascript & CSS resources the app used (Google Analytics, Bootstrap, etc).

Additional Protection


	Applying AntiXss attribute from the ASP.Net Web API AntiXss Attribute project. Check it out here: https://bitbucket.org/embarr-development/asp.net-web-api-antixss-attribute

	Use a Website Application Firewall for your apps.
	Amazon WAF, ModSecurity, IronBee, NAXSI, WebKnight, Shadow Daemon







Tools

Look for open source tools that are commonly used for penetration testing. These tools gave some pretty good insight on where the app needed securing.


	nikto2

	sqlmap

	OWASP Zap



Takeaways


	Don't rely on just one layer of protection.

	Use established frameworks.

	Use the same tools as the pen testers.



References


	https://stackoverflow.com/search?q=XSS (21k and counting!)

	OWASP

	https://msdn.microsoft.com/en-us/library/ff649310.aspx

	https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP



Yet Another Garage Door Opener
Yet Another Garage Door Opener
May 10, 2018
Another tutorial for building a garage door opener with a raspberry pi. I've left the garage door opened too many times. Source: https://github.com/skittleson/garage-pi This tutorial assumes you have a raspberry pi with wifi and the ability to ssh in.

Goals


	Use Docker so it can easily be shared/restored/etc!

	A simple web API for control
	Use nodejs as much as possible for the build.





	Toggle garage door

	Status of garage door

	Toggle light switch on the garage door

	(optional) cheap camera to see what's going on.



What you will need


	Relay modules. I only needed one - Channel DC 5V Relay Module for Arduino

	Cheap containers to throw everything into - https://amzn.to/2NEdWwB

	A replacement switch for garage door opener - Liftmaster 41A5273-1 Multi-Function Control Panel

	Raspberry Pi 3

	(optional) great camera for the price! This one has 4 mics and the camera has two zoom modes. Sony Play Station Eye Camera for PS3



Research & Discover

There are a ton of these garage door projects. I was inspired by many of them. The LiftMaster garage door system has anti-tamper hardware measures which almost ended the project before it started. I decided to take a gamble and buy another garage door opener circuit that directly connects to the garage door unit. Bingo! Two circuits can be connected at the same time. Docker permissions and finding a base image for the raspberry pi took a few hours. Lesson learned, hardware interaction with docker can take a few extra steps.

Wiring

The relay module is stacked on top of the LiftMaster module then taped onto the Raspberry Pi. Note the relay connections are wired for normally opened. (click image to see larger version) Sealed up in a glad container (kinda hacky but it's cheap). This is the LiftMaster circuit. The narrower end has the button for opening the garage. The larger end has the button for the garage door light. The middle points are for the circuit to connect to main garage door unit. GPIO pin layout for the relays & reed switch not including power leads. Reed switch is connected to the part of the garage door (pin 18 and a ground). Once it moves away, then the reed switch is disconnected.

The entire setup. Messy but it's good enough. Cut some holes with a knife for wires and to hold it in place. The camera has been added with duck tape. Using a standard install of motion (no dockerfile tho).

Install

Install docker on the raspberry pi. https://www.raspberrypi.org/blog/docker-comes-to-raspberry-pi/

curl -sSL https://get.docker.com | sh

Clone the repo

git clone https://github.com/skittleson/garage-pi
cd garage-pi/


Run docker build for the image

docker build -t garage-pi .

Start the docker image in privileged mode. This will expose port 8090 for web access.

docker run -d --privileged -p 8090:8090 --name gpi garage-pi

Test it

curl http://localhost:8090/api

Other api commands


	Status: /api/garage/status

	Garage Door Toggle: /api/garage/toggle

	Light Toggle: /api/light/toggle

	Exit: /api/exit



That's it!

Code

Simulating the button press for the garage door opener circuit. Relay turns on for 500ms, then off. An interesting issue with the relay. As soon the gpio utility exports, it triggers it on. This code exports then unexports a pin that the relay is on.

let relayButtonPressAction = (pin) => {
  gpioExport(pin, "out");
  gpioWrite(pin, 1);
  setTimeout(() => {
    gpioWrite(pin, 0);
    gpioUnexport(pin);
  }, 500);
};


There is one python file that checks the status of the garage door. The configuration was different enough where it needed to be done there. The reed switch should always be true until the door has been opened.

import sys
import RPi.GPIO as gpio

pin = int(sys.argv[1])

gpio.setmode(gpio.BCM)
gpio.setup(pin, gpio.IN, pull_up_down=gpio.PUD_UP)

status = gpio.input(pin)
sys.stdout.write(str(status))

gpio.cleanup()


Open for pull requests! I'm considering on moving all the gpio logic to python then using nodejs as the api router.

Summary

Hardware side is built and working. The api has enough information to check and toggle the garage door. Going to create a script to watch the door status with Node-red due to ease of configuration. This project took about 2 days with testing and debugging. Here is a screenshot of the node-red template. Still a work in progress! The flow file is in the repo code.

Software Engineering Lessons
Software Engineering Lessons
October 22, 2018
My 2018 year's goal was to put the lessons I've learned in the field of as software engineer into a format that is easily referenced. Keep coming back for updates!

Do Code Reviews

Code reviews are critical. Do it. Learn from your peers at the same. Ask them questions about your code. Show anything that was interesting or challenging. Showing your code should be as fun as doing it.

The act of discussing your code is more important than showing it to someone. "the average effectiveness of design and code inspections are 55 and 60 percent" - Code Complete. Checkout this blog post from Jeff Atewood, a Stack Overflow founder.



Process can be Your Enemy

As a software engineer, creating process is a natural reaction to solve a problem. That's okay most of the time but let's ask a few non-technical questions.


	Is a new process really needed? Can you do it manually for awhile? It may not need to be automated if it only needs to be done for a short time.

	Are you solving the symptom of a bigger problem? Try addressing the bigger problem first.

	How much resources will it save? It's about efficiency and time resource management.



Give yourself discovery time before creating a new process. Look for all the edge cases. Creating cogs in the machine should be carefully considered.



Know what to do before doing it.

Have a goal written down before writing code. Knowing this beforehand will keep you focused. Large tasks that require research, should be broken down into smaller tasks. Unclear why the task needs to be completed? Speak with the stakeholder on why it's needed and what it will do for the business.



Know what you can't control

You can't control the business decisions management has made. Or what a client thinks about your work. Provide your opinion, once. You can't control everything. So don't. The Daily Stoic is a good source of explaining what you have control of. It's in an easy bite-size daily format.



Speak Up!

Need a tool to make your job easier? Want a raise? Found a way to reduce time or labor? Speak up! A simple way to put it is; "I would like A,B,C because of the fact of X,Y,Z".



Silence the Distractions

Turn off instant notifications, phone, email and limit distracting websites. Once you get into the "Zone" it's hard to get back into it when interruption occurs. If a person interrupts me multiple times, I politely ask them to stop or forward this post from StackOverflow. "How long does it take for you to fall asleep?" "X minutes" "Now imagine that when you are close to falling asleep, someone walks in and interrupts you, how long will it take you to fall asleep now? Those few seconds you had left, or will you have to start again to 'sink back' to where you were?" "I'll have to start again" "Great. Same thing. Just like falling asleep, it takes me a while to 'sink' into focus mode, and it takes me a while to get back to it once I'm interrupted, except that I also forget half of what I was doing." by EpsilonVector



Play Music

It may seem like the opposite of "Silence the Distractions" but it seems to work. Find soothing and/or rhythmic music to play while working. It will keep other distractions away. Spotify has a nice UI for genres & moods. I also like tracks from Carl Franklin @ dot net rocks: Music To Code By .



Say No

In order to be successful, you need to say no. That means "can you take a look", "going to an unscheduled meeting", "using that latest XYZ framework", etc is a NO. You may be considered a bottleneck or not a team player but having less on your mind is absolutely the best way to get more done.



Deal with Conflict, Quickly

As a developer, you will still need to talk with people (even customers!). Dealing with conflict is part of that.  It's best to handle it quickly but be prepared for questions.  State the facts and keep answers short and direct.



Reflect upon your code

Take time to reflect upon your code. Look for improvements to shorten and enhance readability. Consider different ways to rewrite it. Review the strength of code written and other connected code. Treat dependencies as a liability. A great book from Michael Feathers gives clear ideas on this. Working Effectively with Legacy Code



Iterate

Code that lasts can take more than one go. Write code like an essay. First one works but the editing is where the magic makes it come together



Know when to stop perfecting

You gotta ship those features some time. So plan the MVP before you start.  Create additional tasks/issues on future improvements.



No Working on Breaks

Look at cat pictures, call a friend, go for a walk or anything at all, EXCEPT WORK! This is important. You must lose focus to stay focused.



Motivation, Willpower & Time are Limited

Your motivation, your willpower and your time are the most important resources. This is not understood when starting out as a dev. Every dev has gone through a day where he/she is putting out fires, responding to emails, or in long meetings. At the end of the day, you don't feel like you've accomplished anything. That feeling sucks. A schedule will prevent that *sucking* feeling. Some of these events are unavoidable but most can be managed. I plan important programming from 8am to noon. The remaining of the day is code review, bug fixes, responding to emails, meetings etc. What do you want to have done at the end of the day?



Throw it out

Is the code hard to read? Are you stuck? Start fresh. A great benefit of source control is to create new branches to test.



Walk away

Another effective strategy for solving a problem is by walking away from it. Grab a cup of coffee. You will come back with a different perspective. A little distance from the problem can help get that high level view again. We've all got stuck in the weeds before.



Rubber Duck

Okay, the last two pieces of advice didn't work for you. Try saying it aloud, with a peer, a notepad, or a rubber duck.  Describe the problem and what the desired outcome is.



Integration Tests over Unit Tests

Unit tests are great but when crunched for time, Do integration tests. They take less time to write and give a high code coverage. Integration tests have more value in the big picture. Tread lightly when offering this advice to your team. Remember to keep integration tests are only testable on the outside in.



Failure is Unavoidable

Your code will have bugs. Projects will be built be and never used. Users won't come. You will make mistakes. These events are an insight into what doesn't work. Ask why. Find ways to prevent wasted effort from occurring. Break those failures into rules.



Learn from others successes and mistakes

We always read about the successes. Learning how someone made a mistake is more important. Know the who was involved, why it was needed, and what was done. Isolate the mistakes then move add it to your project readme to consider.



Personal Resource Center (a well-organized notebook)

Google Keep, OneNote, markdown files, text doc, or just a notebook. It's an invaluable habit to save blogs links, research, configurations, and a place to dump knowledge. I compared it to my version of StackOverflow answers. Save the information you don't want to memorize but still need. To start out, store by topic and subtopic. The organizational structure will follow. One of my favorite published notebooks is a pen testing cheat sheets called Red Team Field Manual. Much more from awesome-cheatsheets. Develop your own cheat sheets.



Identify and Document Flight Rules


Flight Rules are the hard-earned body of knowledge recorded in manuals that list, step-by-step, what to do if X occurs, and why.




Rules of engagement (ROE) are the internal rules or directives among military forces (including individuals) that define the circumstances, conditions, degree, and manner in which the use of force, or actions which might be construed as provocative, may be applied



This concept of documenting knowledge to a solution for a common problem is critical in teams. Learn to do it well. Great git example: https://github.com/k88hudson/git-flight-rules



Automate Routine Trivial Tasks

Learn to automated the repetitive tasks. Use bash scripts, autohotkey, powershell, macros, selenium, IFTTT, etc. These will help with context switching.



Keep Current

Listen to podcasts, dev blogs, dev news feeds (hackernews, sub reddits) and books are essential to keeping up. It also helps with what developers feel about the current state of technology, companies, and projects. Start here: https://coreskills.mmodrow.rocks/2018/03/14/top-7-podcasts-for-the-modern-software-developer/



Invest in your tools

That means; a comfortable chair, keyboard, mouse, software, cell phone & desk. Having the right tools increase productivity.



Work with different people

Working in a company with multiple software development teams? Try to work for another one or contribute to open source. Working with other individuals can give insight on how to collaborate differently.  



Work Routine

Success follows people who create and follow a work routine. Anybody can do this with a little bit of willpower and patience. Here is mine:


	Deep work for the first 2 hours.

	1 hr of review, communication follow up, and meetings.

	Lunch. 2 hrs of deep work.

	1 hr for review, communication follow up, and meetings





A "Not To Do's" List

Empty your mind of what you would like to do. This will help you keep focus on what needs to be done now.

I've been a big fan of the The Eisenhower Method as it's broken down into 4 categories: Important/Urgent, Important/Not Urgent, Unimportant/Urgent, and Unimportant/Not Urgent. Most task management software can split into groups.



Stay Uncomfortable

You only get better this way. Examples:


	Learn another language. Then do it again.

	Give talks

	Write tutorials and/or blog posts

	Put together challenges

	Teach or mentor





Here are few of my favorite resources I often reference:


	97 Things Every Programmer Should Know

	Adaptive Code

	Daily Stoic

	Functional Programming in C# (No Kindle sadly but great use of LINQ with generics)

	The Phoenix Project: A Novel About IT, DevOps, and Helping Your Business Win (In story form and was a pleasure to read.)

	GoodUi.org (Landing page UI/UX ideas)

	The Design of Everyday Things

	Don't Make Me Think

	xkcd - simplewriter (Keep content simple)

	Working Effectively with Legacy Code

	https://www.kalzumeus.com/greatest-hits/

	https://github.com/sdmg15/Best-websites-a-programmer-should-visit

	Design patterns



Sources reference may or may not be Amazon affiliated. (because that's where I get my books!)

Save JSON Objects to AWS S3 with Google Recaptcha
Save JSON Objects to AWS S3 with Google Recaptcha
October 18, 2019
This post will show you how to save messages from a public endpoint to your backend using AWS Lambda, AWS S3 and Google Recaptcha.

Wrote the GIST for myself but I had enough requests to share it in a blog post. Copy/paste what you want.

Request from a frontend source

Add this to the frontend index.html (or anywhere a form will be sent from). Replace the _reCAPTCHA_site_key with a real one.

<script src="https://www.google.com/recaptcha/api.js?render=_reCAPTCHA_site_key"></script>
<script>
  grecaptcha.ready(function() {
      grecaptcha.execute('_reCAPTCHA_site_key_', {action: 'homepage'}).then(function(token) {
      ...
      });
  });
</script>


Docs: https://developers.google.com/recaptcha/docs/v3

Backend Setup

Start by creating an AWS Lambda function that has access to add items to S3. Using a node.js/javascript lambda function.

Environment Keys:


	GoogleRecapKey : Get this from https://developers.google.com/recaptcha

	MessageBucket : Create a bucket in AWS S3.

	SnsTopicArn : Create a SNS topic to receive emails or SMS to your phone.




API Gateway Setup


	Create an AWS API Gateway API with a resource form with a method POST.

	Integration type Lambda Function

	Use Lambda Proxy integration: checked

	Select Lambda function



Research on Bluetooth Proximity
Research on Bluetooth Proximity
October 18, 2019
My research on bluetooth proximity using open tools such as hcitool,btmgmt, l2ping, and hcidump. A follow up to Raspberry Pi – Bluetooth Proximity blog post.

Commands

Replace <MAC> with a bluetooth mac address.

Scan for Bluetooth LE Devices:

timeout --signal=SIGINT 30 hcitool lescan

Get Bluetooth LE Devices with RSSI values:

btmgmt find

Response:

    hci0 dev_found: <SOME_MAC> type LE Random rssi -92 flags 0x0000
    AD flags 0x1a
    eir_len 14
    hci0 dev_found: <SOME_MAC> type LE Random rssi -97 flags 0x0000
    AD flags 0x1a
    eir_len 18
    hci0 dev_found: <SOME_MAC> type LE Random rssi -77 flags 0x0000
    AD flags 0x06
    name N016Y
    hci0 dev_found: <SOME_MAC> type LE Public rssi -100 flags 0x0004
    AD flags 0x00
    eir_len 28
    hci0 dev_found: <SOME_MAC> type LE Random rssi -94 flags 0x0000


Ping bluetooth enable device without pairing:

l2ping -c 3 <MAC>

Response:

Ping: <MAC> from <THIS DEVICE> (data size 44) ...
44 bytes <MAC> id 0 time 6.05ms
44 bytes <MAC> id 1 time 9.90ms
♥2 sent, 2 received, 0% loss


Dump all data of a paired bluetooth device:

hcidump -a

To request authorization from device:

hcitool cc <MAC>; hcitool auth <MAC>

Attempt connection then get RSSI value:

hcitool cc <MAC> && hcitool con && hcitool rssi <MAC>

Response:

Connections:
        < ACL <MAC> handle 12 state 7 lm MASTER
RSSI return value: -4


This attempts to connect which doesn't work but the RSSI value is now present for device.

Attempt to get RSSI value without trying to connect to device:

hcitool cmd 0x05 0x0005 0x00 0x00 <MAC>

Some Resources

http://techiesanswer.com/ubuntu-command-line/unix-bluetoothctl-and-bluetooth-sendto-tools-to-send-file/
https://www.jaredwolff.com/get-started-with-bluetooth-low-energy/#show1
https://raspberry-projects.com/pi/pi-operating-systems/raspbian/bluetooth/bluetooth-commands
access terminal over bluetooth
https://ieeexplore.ieee.org/document/7124822
https://pdfs.semanticscholar.org/a0b3/67e1ade049f80ff787e1c1b2e9bbc7de6795.pdf
https://stackoverflow.com/a/56522568/2414540
https://www.raspberrypi.org/forums/viewtopic.php?t=47466

Duplicator i3 3d printer upgrade
Duplicator i3 3d printer upgrade
May 31, 2020
TLDR; A "How To" on upgrading a Duplicator i3 with modern 3D printer parts, firmware, and creativity. This post is still progress.

The Duplicator i3 is a common 3D printer that many now consider out dated. Instead of throwing it away and buying a new one, I took the challenge of upgrading and/or replacing parts to modernize it. There is also a lot of resources and parts still available.

The "To-Do" List


	Glass bed



	1/16 to 1/32 steps for steppers. This provides cleaner and smoother prints.



	Replace existing Melzi board with a MKS Gen 1.4 board. This could have been the standard RepRap Arudino Mega 2560 board as well.


	JST 2 pin to 3 pin adapters for end stop connectors.



	Add JST connector for extruder stepper



	Marlin Firmware changes


	Invert End stops

#define X_MIN_ENDSTOP_INVERTING true // Set to true to invert the logic of the endstop.
#define Y_MIN_ENDSTOP_INVERTING true // Set to true to invert the logic of the endstop.
#define Z_MIN_ENDSTOP_INVERTING true // Set to true to invert the logic of the endstop.




	DRV8825 Driver Types uncomment these and replace with DRV8825

  #define X_DRIVER_TYPE  DRV8825
  #define Y_DRIVER_TYPE  DRV8825
  #define Z_DRIVER_TYPE  DRV8825
  #define Z2_DRIVER_TYPE DRV8825
  #define E0_DRIVER_TYPE A4988
  #define E1_DRIVER_TYPE DRV8825




	Double step count DRV8825 from 1/16 to 1/32 steps. This comes from the previous Marlin configuration which was #define DEFAULT_AXIS_STEPS_PER_UNIT { 80, 80, 400, 100 }. I've kept the extruder on a A4988 chip as the heat was building on too much on it. Calibrate to 0.84 volts.

  #define DEFAULT_AXIS_STEPS_PER_UNIT   { 160, 160, 800, 100 }




	Invert X and Y directions. Invert extruder direction.

  #define INVERT_X_DIR true
  #define INVERT_Y_DIR true
  #define INVERT_E0_DIR true




	Set Z travel limit. #define Z_MAX_POS 180



	SD Card Support #define SDSUPPORT.



	LCD Support for RepRap Discount Full Smart Controller #define REPRAP_DISCOUNT_FULL_GRAPHIC_SMART_CONTROLLER











	DRV8825 calibration. The formula is VREF = Rated motor current / 2 . So a standard NEMA 17 motor is rated at 1.68 amps. Divided by 2 it's .84 volts. I burned out an extruder stepper following this. I dropped it to .6 volts. The steppers were less hot and no performance difference. Checkout



	Replace display. The connectors are backwards for the standard RepRap Discount Full Smart Controller. Some Amazon reviews pointed this out.



	Replace power supply. Found a 30A on Amazon for $20. The current 20A power supply is under powered. It's a known issue with these printers.



	Replace Y bracket.







	Easy access case for MKS Gen board



	Filament sensor



	Cover and mount for power supply



	(Tested this but ended up reverting it) Manual LCD Bed leveling with #define MESH_BED_LEVELING, #define PROBE_MANUALLY and #define LCD_BED_LEVELING. uncommented LCD assisted bed leveling



	Auto Bed Leveling using Z Probe Servo


	Wiring



	Marlin Configuration https://www.youtube.com/watch?v=6msLOR_EfKc and https://marlinfw.org/docs/configuration/probes.html. Uncomment the following lines.

  #define AUTO_BED_LEVELING_LINEAR
  #define NUM_SERVOS 3
  #define Z_PROBE_SERVO_NR 0
  #define Z_SERVO_ANGLES { 80, 0 } // This one is important on the servo arm deploy and retraction
  #define USE_ZMAX_PLUG  // I have an extra z max to use so this is used for the switch on the servo arm
  #define Z_CLEARANCE_BETWEEN_PROBES  10 // Z Clearance between probe points
  #define Z_CLEARANCE_MULTI_PROBE     10 // Z Clearance between multiple probes
  #define Z_PROBE_LOW_POINT          -10 // Farthest distance below the trigger-point to go before stopping
  #define Z_MIN_PROBE_USES_Z_MIN_ENDSTOP_PIN
  #define Z_MIN_PROBE_PIN 19 // Pin 32 is the RAMPS default but we are using a MKS Gen 1.4 Board



	M280 important! This controls the servo. Use this for testing: https://marlinfw.org/docs/gcode/M280.html . Use the values gathered here to set Z_SERVO_ANGLES property.
	Get servo 0 angle: M280 P0

	Move servo 0 to a 90 degree angle: M280 P0 S90

	Move servo 0 to a 0 degree angle: M280 P0 S0





	Set marlin config of zprobe offset #define NOZZLE_TO_PROBE_OFFSET { -1, -40, -7.7 }

	M420 get/set bed level state https://marlinfw.org/docs/gcode/M420.html

	M119 Endstop states

	G29 start the auto bed leveling routine.











Click here for the full Marlin config difference.





Lessons Learned


	Learned how to configure and almost build a 3d printer using an existing one.

	Spent way more time than expected.



Resources


	https://marlinfw.org/

	https://3dprinterwiki.info/wanhao/wanhao-duplicator-i3/

	https://gist.github.com/jdembowski/f3d2f9da41519aa73ecc591353e09bd5

	http://www.ti.com/lit/ds/symlink/drv8825.pdf



Power Switch Monitor with an Arduino device
Power Switch Monitor with an Arduino device
May 31, 2020
The biggest rule for home automation is not to change existing behavior of users that causes inconvenience or frustration. Which is a rule that easily forgotten. Let's use the classic example of a smart light bulb in a living room. A user typically flips a switch to turn on and off a light. Now they have to ask Alexa, Google, or use an app on their phone. This is bad.

[image: image-placeholder]

It's causing an inconvenience because the user can't flip a switch.

Solutions

The 2 common solutions presented in this situation:

1. Blocking the user with tape or other mechanism. Checkout Thingiverse to see how common this is: https://www.thingiverse.com/tag:Light_Switch_Cover. This changes user behavior so it's a bad idea.

2. Replacing the light switch with a smarter one. This is the best option but requires a hardware replacement of the light switch. Which may not be possible, costly and potential dangerous to do-it-yourself!

3. A third hybrid solution: Trigger the smart device with the existing light switch using power wall outlet as feedback using an Arduino device with WiFi. In this solution, the light switch changes the power state of the outlet that the Arduino based micro controller is monitoring. When the light switch is turn on/off it changes the power to the Arduino analog voltage GPIO pin. That sends a message off to a home assistance to notify the smart device. In US based homes, the 2nd wall outlet still has power so it provides constant power to the device. Here is a diagram to get an idea of the flow to toggle the smart bulb state from a user.



The advantages:


	Simple & low effort

	Use existing switches to make them smart

	Ability to control multiple devices with a single switch

	Open source





Building the Device

Step 1: Get the Components and Solder Them

Tools


	Soldering iron

	Third hand or vise



Material


	Wemos mini d1 from Amazon or similar esp8266 / esp32 device

	2 x resistors (any two usually works, i used 10k)

	Wire

	2 5v usb wall chargers.

	1 male usb plugin

	1 regular usb charging cable for the esp32.

	led

	solder

	(optional) bme280 or bme680











Step 2: Download and Upload Software

Flash your device with a Tasmota firmware.

Tasmota Module configuration

Set to: Generic Module then click Save. the device will restart.


	D2 - I2C SDA (6) - BME680

	D1 - I2C SCL (5) - BME680

	A0 - Analog (1) - connected to 5V power supply resistor divider



Tasmota Console

Send when external light switch power is on, send 1.

Rule1 ON analog#a0>1000 DO Backlog Rule1 0; Rule2 1; Publish cmnd/masterlight/SWITCH 1 ENDON

When external light switch power is off, send 0.

Rule2 ON analog#a0<1000 DO Backlog Rule1 1; Rule2 0; Publish cmnd/masterlight/SWITCH 0 ENDON

Enable rule 1: Rule1 1

Ensure you have MQTT enable then look at the console for messages similar to this:

01:39:26 MQT: stat/tasmota_A61989/POWER1 = ON
01:39:26 RUL: POWER1#STATE=1 performs "Backlog Delay 10; Power1 0"
01:39:26 MQT: stat/tasmota_A61989/RESULT = {"Delay":10}
01:39:26 RUL: SWITCH2#STATE performs "Publish cmnd/garagedoor/SWITCH 0"
01:39:26 MQT: cmnd/garagedoor/SWITCH = 0
01:39:26 MQT: stat/tasmota_A61989/RESULT = {"POWER1":"OFF"}
01:39:26 MQT: stat/tasmota_A61989/POWER1 = OFF
1:40:11 MQT: tele/tasmota_A61989/STATE = {"Time":"2020-06-26T01:40:11","Uptime":"6T03:00:30","UptimeSec":529230,"Heap":23,"SleepMode":"Dynamic","Sleep":50,"LoadAvg":19,"MqttCount":1,"POWER1":"OFF","POWER2":"OFF","Wifi":{"AP":1,"SSId":"lucky","BSSId":"4C:ED:FB:7B:4A:98","Channel":4,"RSSI":100,"Signal":-34,"LinkCount":1,"Downtime":"0T00:00:05"}}
01:40:11 MQT: tele/tasmota_A61989/SENSOR = {"Time":"2020-06-26T01:40:11","Switch2":"OFF"}


The MQTT topic is cmnd/masterlight/SWITCH with a boolean value of either 1 for open or 0 for close. The topics are for state or the reed switch sensor value Switch2 that are sent every 5 minutes (configurable) via MQTT.

Step 3: Add to a Home Assistance

So here comes the part that could change per user preferences. I'm using NodeRed but this could be done with other home assistance software.  Get the MQTT message then process notifications you would like.



Resources

https://learn.adafruit.com/adafruit-bme680-humidity-temperature-barometic-pressure-voc-gas/arduino-wiring-test
https://www.bosch-sensortec.com/products/environmental-sensors/gas-sensors-bme680/
https://lastminuteengineers.com/bme280-arduino-tutorial/

A simple water sprinkler system, for makers!
A simple water sprinkler system, for makers!
November 1, 2020
Homeowners often find that over-the-shelf sprinkler systems can be difficult to use and lack customization options. They may also be outdated and may not be as efficient for water or power usage as desired. The "set it and forget" mentality is not always the best approach. It may be worth considering more customizable and efficient options for your home's sprinkler system.

Project Research

Want to improve your home's sprinkler system without breaking the bank? One solution is to use a combination of inexpensive hardware and customizable open-source software. This approach allows for flexibility and the ability to add additional features as needed. The main goal is to trigger the water sprinkler solenoid to turn on or off based on specific conditions such as time, including sunrise and sunset, humidity, and temperature. By implementing this method, you can achieve better results with low effort.

(there is affiliate links on this page for hardware used in this project)

Must Haves


	✅ IoT device runs when the internet is down (or network is down).

	✅ Timer based watering (support for sunrise/sunset as well)

	✅ Manual toggling watering state

	✅ Backup / Restore settings

	⏳ If sunrise/sunset with a temperature restriction then start watering. To prevent freezing of plant roots.



Wants


	✅ Measure water time, humidity, and temperature (All off-the-shelf sprinklers do this with various features)

	✅ Local network control with no data submitted to third party

	✅ graphing and ability to analyze the data

	✅ Watering runaway protection

	⏳ If humidity is at percentage then skip watering today (Most over-the-shelf sprinklers do this)

	⏳ If weather forecast is rainy then skip watering. Notify me when this occurs. (Most off-the-shelf sprinklers can do this sort of)

	⏳ Send to notification to any platform I want (AWS, Gmail, IFTTT, Alexa, etc... )

	⏳ Moisture sensor



Hardware

At the lowest level, the IoT hardware should be the following:


	Toggle power on/off

	Report power state, humidity, and temperature

	Not require an internet connection.

	Customize power toggling based on special conditions.



$20 USD over-the-shelf Sonoff hardware that does those 3 out of 4 easily. The 4th point needs to have special programming. There are multiple options out there but this fulfills the need of an "over-the-shelf" device that can be used with open source software.



The easiest way to wire this up is using an existing extension cord, cut into it, then follow the directions of wiring Sonoff guide. Plug one into the 24 VAC power supply of an existing water sprinkler adapter.

Alternative hardware that I ended up using:


	Esp8266 microcontroller

	oled screen

	solid state relay

	BME280 (temperature, humidity, and pressure)






Software

The device can be flashed with open source software Tasmota. I prototyped with the Arduino IDE for awhile but Tasmota seems safer with features needed. So I won't go into too much detail but Tasmota solves the following problems:


	Local network controlled

	Runs even when the internet is down

	Highly customizable and battle tested for years.

	Simple programming

	Multiple ways of interacting (command line, MQTT, web UI)



Here is a video on how to flash and setup the device when you get it (this is really common with this device).

Wiring & Module Parameters


	D2 GPIO4 -> I2C SDA

	D1 GPIO5 -> I2C SCL

	D5 GPIO14 -> Relay 1

	D0 GPIO16 -> Counter 1



Setup Time

Using the Tasmota Web Console Command line


	PowerOnState 0 If a power outage/reset, default the power state to off.

	Set your time zone using standard GMT offset: Timezone -8 .
	This doesn't account for daylight savings time. See docs https://tasmota.github.io/docs/FAQ/





	Test your time with time

	Update your location (use can use https://www.latlong.net/)
	Run Latitude 0.0000 for latitude. Replace 0.0000 with proper value.

	Run Longitude 0.0000 for longitude. Replace 0.0000 with proper value.





	Run STATUS 7 to see sunrise / sunset with local time. Ensure it's the actual time.



Setup Timers

Using the Tasmota Timer Web UI, 4 timers will be created. Two timers for starting/stopping the watering at sunrise. Two timers for same at sunset.


	Timer1 {"Enable":1,"Mode":1,"Time":"00:00","Window":0,"Days":"1111111","Repeat":1,"Output":1,"Action":1}

	Timer2 {"Enable":1,"Mode":1,"Time":"00:20","Window":0,"Days":"1111111","Repeat":1,"Output":1,"Action":0}

	Timer3 {"Enable":1,"Mode":2,"Time":"00:00","Window":0,"Days":"1111111","Repeat":1,"Output":1,"Action":1}

	Timer4 {"Enable":1,"Mode":2,"Time":"00:20","Window":0,"Days":"1111111","Repeat":1,"Output":1,"Action":0}



Timers on

⭐ It's adjustable in Web UI as well.



To stop the watering. Timer 3 has a 20 minute offset. This allows for 20 minutes of watering. Do the same for Timer 4 for sunset. Per the Tasmota docs:


When Mode 1 or Mode 2 is used, Latitude and Longitude become available. In that case the Time value is always used as an offset so make sure to set it to 00:00 if no offset is wanted





Using the Tasmota Web Console Command line, type in the timers to verify:
Timer1 , Timer2 , Timer3 and Timer4 .

Runaway Protection


	First method Timer2 and Timer4 should stop the sprinkler

	Second method, never runs more than 1,320 seconds (22 mins) when power state is on.
	Rule1 on power1#state=1 do backlog RuleTimer5 1320; counter1 +1 endon on Rules#Timer=5 do power1 off endon

	Rule1 1





	Third method, use NodeRed to trigger a power state off if receiving MQTT messages. This could be adapted to turn off timers when the weather is expected to rain.

	Monitor on/off times using Graphana. I've prototyped using alerts with a Telegram integration incase all else fails.



Extending to other Platforms (Optional)

Using a simple flow in NodeRed, I've added support for a UI and Alexa control with tracking usage via Graphana. Using the MQTT message tele/tasmota_YOURDEVICE/SENSOR , the data is formatted and sent to a local Graphana instance on a Raspberry PI.





Simple tracking the ON/OFF state of tasmota MQTT messages





Setup Rules (Optional)

Here are two more timers (or rules) wanted:


	🚧 before sunrise, check the temperature. if it's too cold, send a MQTT message and disable start timers

	🚧 before sunrise, check the humidity, if it's raining then disable timer.



Resources


	https://tasmota.github.io/docs/Commands/

	https://tasmota.github.io/docs/Timers/

	https://tasmota.github.io/docs/Rules/#time-delayed-auto-off-switch



History Revisions


	January 25, 2023 - Update links and verbiage

	May 23, 2022 - Various updates regarding setup and configurations.

	November 01, 2020 - PCB designs

	June 27, 2022 - Timers via console



Local First, Cloud Assisted ☁ MultiSensor
Local First, Cloud Assisted ☁ MultiSensor
April 26, 2021
Guide for flashing a NEO Coolcam Siren with Temperature and Humidity Multisensor with Tasmota for local network first setup.

Wiring Guide

This is a condensed guide on flashing with tasmota. A full guide/getting started can be found in the official documentation.

In order to flash this device, soldering onto the PCB will be required. There is a plate in the back that needs to be rotated to expose the battery holder.  Once that is open, go ahead and remove the three screws.  The tricky part is soldering onto the all connections. A Serial-to-USB Adapter is required. All connections must be made. GPIO0 must be connected to ground (GND) in order to on boot in flash mode.




	Device - Neo Coolcam
	Flasher




	GPIO0
	GND



	GND
	GND



	TX
	RX



	RX
	TX



	3.3v
	3.3v






Finalized soldering 



Flashing

Install esptool. PyPi was quick for this: https://pypi.org/project/esptool/ 

pip install esptool

Time to flash. Change the port then run this command in the terminal. Doesn't matter if your Mac, Linux, or Windows when using PyPi.

esptool --port COM3 write_flash -fs 1MB -fm dout 0x0 tasmota-sensors.bin



Alternative, you can use a GUI version Tasmotizer

Connect to the access point to configure the default WiFi to connect to your local wifi.

Configuration

Apply Template in "Configure Other" found here
{"NAME":"Neo Siren 3in1","GPIO":[255,107,255,108,255,255,0,0,255,255,255,255,255],"FLAG":0,"BASE":54}

Tasmota Console Commands




	Command
	Reason




	Backlog SetOption65 1; SetOption66 1; Module 54
	Fast power cycle and register as a Tuya module



	TuyaMCU 11,104
	Map alarm siren/led to toggle switch



	TuyaMCU 71,105
	Map indoor temperature



	TuyaMCU 73,106
	Map indoor humidity



	TempRes 1
	Instead of 291 it will be 29.1 for temperature



	TuyaSend2 113,0
	Disable temperature alarm. Do with a rule instead



	TuyaSend2 114,0
	Disable humidity alarm. Do with a rule instead




All of this assumes there is a MQTT configured.  The temperature and humidity data wont show unless this is configured.  To undo this, use SetOption66 0. Optional, ensure dpId states were set by running TuyaSend0. Now that everything is hooked up, the data will be polled and reported every so often.  The caveat is not always temperature and humidity.  This must be accounted for later.

01:42:21.463 MQT: tele/tasmota_111111/SENSOR = {"Time":"2021-04-08T01:42:21","TuyaSNS":{"Temperature":28.5,"Humidity":4.3},"TempUnit":"C"}




I've also considered using rules to catch the Tuya event then publish the MQTT in that rule.

NodeRed and other smart logic

Setup a MQTT node with tele/tasmota_REPLACEWITHID/SENSOR in NodeRed. Replace the MQTT ID from the Tasmota information screen (Information > MQTT Full Topic).

Add a function node that can handle temperature and/or humidity being undefined.  Optional to add information such as measurement for Graphana.

msg.measurement = 'siren-tv';
try {
    var payload = JSON.parse(msg.payload);
    if(payload.TuyaSNS){
        msg.payload = {};
        if(payload.TuyaSNS.Temperature){
            msg.payload.Temperature = payload.TuyaSNS.Temperature;
        }
        if(payload.TuyaSNS.Humidity){
            msg.payload.Humidity = payload.TuyaSNS.Humidity * 10;
        }
    }
} catch(ex) {
    node.error("unable to get temp and humidity", msg);
    return;
}
return msg;


To turn on the siren remotely. Send either ON or OFF to the MQTT topic cmnd/tasmota_REPLACEWITHID/POWER A return MQTT message returns with stat/tasmota_REPLACEWITHID/POWER

Resources


	https://templates.blakadder.com/neo_coolcam_NAS-AB02W.html

	https://gist.github.com/patrickdk77/b687448fecff68d8572ac79a27d07862

	https://tasmota.github.io/docs/TuyaMCU/#tuyasend-command-



Common Apps for Devs over Chocolatey
Common Apps for Devs over Chocolatey
October 2, 2021
As a software engineer, starting with a clean slate in an OS is required often. Usually using containers is the solution to that for development. After some time even your primary OS suffers from bit rot. For Windows, a factory reset gets that back into a clean state. I use A LOT of apps and they can take up to day to install everything but no more! So here is powershell script to get the common apps used on a regular basis.

Install chocolatey from https://chocolatey.org/install


    choco install -y 7zip arduino audacity autohotkey autoruns bleachbit cmder curl cyberduck ditto drawio ffmpeg Ghostscript.app gimp git graphviz grep handbrake hwmonitor ilspy imagemagick inkscape jq keepass microsoft-windows-terminal nano nodejs notepadplusplus paint.net powertoys processhacker rainmeter rsync screentogif sharex sharpkeys SQLite sqlitebrowser sysinternals teracopy tortoisegit totalcommander transmission ultradefrag vlc vscode winmerge wireguard wireshark youtube-dl chocolateypackageupdater python dotnet visualstudio2019community oh-my-posh lazydocker
For all available local packages

choco list --localonly

See more at https://chocolatey.org/

Automate Cleaning of Air Conditioner Condensate Drain Line
Automate Cleaning of Air Conditioner Condensate Drain Line
December 30, 2021
Ever have your central AC unit turn off all of sudden?  If your a home owner, this is a common source of annoyance. It's the most common reason why service is called for.  The air conditioner condensate drain line is blocked. The solution is to clean the AC condensate drain line every month with a 1/4 cup of vinegar then flush with water once a month.  You have to remember to do this tho and it's easily forgotten. Should be done more frequently to prevent any mold or bacteria build up. This post is a how-to-guide to configure an off-the-shelf smart wifi dual water pump to flush out this line on a regular basis.

Plan


	Flash the device with Tasmota firmware

	Set up a water reservoir

	Route water line to the AC condensate drain line opening.  Usually near the start of the heating/fan unit.

	Add rules to manage water pump timing and notifications.



Water Pump Preparation

I ordered this wifi dual water pump from Amazon then flashed it using this guide.  The only tricky part was soldering wires to those tiny connections shown in the guide's image. I followed the traces for two of them then soldered unto those instead.  More room to work with.

Flashed it with Tasmotizer. Send the wifi configuration then grab the IP address.  Make sure to set the template defined in the guide at this point in Configuration > Configure Other.

{"NAME":"WD-01ADE","GPIO":[32,0,0,0,0,225,33,0,224,320,0,0,0,0],"FLAG":0,"BASE":18}


In order to monitor the pump activations, a counter was added.  This is useful to keep track of the amount water/vinegar mixture is left in the reservoir. This needs to be done after the template was set by going to:

Configuration > Configure Template > GPIO16 to Counter with counter drop down selected as 1. The value is stored even after a reboot!

Set up a Water Reservoir

Take a vinegar plastic bottle and poked a hole in it about the size of the fitting.  After that, hot glue in one of the fittings the came from the water pump supplies.  Be sure to poke a hole in the top so air can enter the bottle.



Tasmota Rules

 Add this rule when the pump1 has started. It will schedule to turn off in 30 seconds which should disperse about 1 cup of vinegar/water mixture. Increments one to Counter 1.

Rule1 on power1#state=1 do backlog RuleTimer2 30; counter1 +1 endon on Rules#Timer=2 do power1 off endon

Rule1 on

Turn on pump one every day at 4am within a 15 minute window. 

Timer1 {"Enable":1,"Time":"4:00","Window":15,"Days":"SMTWTFS","Repeat":1,"Output":1,"Action":1}

Timers on

Set the timezone of your location.

Timezone -8

 Lastly, if the device restarts then ensure the water pump relays are off by default. This is not the default with Tasmota firmware. 

PowerOnState 0

All of it together:


Final results for the web ui



MQTT Sensor topic

tele/tasmota_XXXXX/SENSOR = {"Time":"2021-12-31T09:39:59","COUNTER":{"C1":3}}

Future Improvements


	Based on the counter, send an alert to refill the reservoir tank.



Resources


	https://templates.blakadder.com/WD-01ADE.html

	https://blairsair.com/unclog-ac-condensate-line

	https://github.com/tasmota/tasmotizer/releases

	Tasmota Device Manager

	https://tasmota.github.io/docs/PowerOnState/



Top 5 Nuget Packages
Top 5 Nuget Packages
March 7, 2022
Using these nuget projects consistently in most projects I'm building.  See the examples in the details for usage.

FluentValidation

Install-Package FluentValidation



Doing user input validation can be tedious. This makes it less so.public class CustomerValidator: AbstractValidator<Customer> {
    public CustomerValidator() {
        RuleFor(x => x.Surname).NotEmpty();
        RuleFor(x => x.Forename).NotEmpty().WithMessage("Please specify a first name");
        RuleFor(x => x.Discount).NotEqual(0).When(x => x.HasDiscount);
        RuleFor(x => x.Address).Length(20, 250);
        RuleFor(x => x.Postcode).Must(BeAValidPostcode).WithMessage("Please specify a valid postcode");
    }

    private bool BeAValidPostcode(string postcode) {
        // custom postcode validating logic goes here
    }
}

// Usage
var customer = new Customer();
var validator = new CustomerValidator();
ValidationResult results = validator.Validate(customer);

bool success = results.IsValid;
IList<ValidationFailure> failures = results.Errors;


GitHub reference

Microsoft.Extensions.DependencyInjection

Install-Package Microsoft.Extensions.DependencyInjection




Dependency injection aka inversion of control is a popular pattern.  Lately I've stuck with the Microsoft version as it integrates nicely with ASP.net and fairly simple. Unit testing becomes easier since the interfaces can be mocked.


In this example, a service collection is created using interfaces with corresponding  concrete implementation.  Then one service is used within a scope.

var services = new ServiceCollection();
services.AddSingleton<IFoo>(new Foo());
services.AddScoped<IBar, Bar>();
var provider = services.BuildServiceProvider();

// usage
using var scope = _provider.CreateScope();
var instance = scope.ServiceProvider.GetService<IBar>();


Usage reference

Easy.Common

Install-Package Easy.Common



Have you ever tried counting lines of a very large file? If not, it can get complicated quick.var file = new FileInfo("veryLargerFile.csv");
using var stream = file.OpenRead(); 
var lines = stream.CountLines();


There are other useful extensions. GitHub reference

Xunit, Moq, AutoMoq

Install-Package xunit
Install-Package Moq 
Install-Package AutoFixture.AutoMoq



Example of mocking     [Fact]
    public async Task Can_get_message_from_cache() {

        // Arrange
        var expected = _fixture.Create<uint>();
        _mock.Setup(x => x.Get(expected))
            .Returns(_fixture
                .Build<Message>()
                .Do(x => x.Headers.Add("UID", expected.ToString()))
                .Create());

        // Act
        var message = await _provider.GetMessageAsync(expected);

        // Assert
        Assert.Equal(expected, uint.Parse(message.Headers["UID"]));
    }


Xunit getting started
https://www.developerhandbook.com/unit-testing/writing-unit-tests-with-nunit-and-moq/#:~:text=Moq%20provides%20you%20methods%20to%20confirm%20that%20particular,was%20called%20a%20particular%20number%20of%20times.%20

Polly

Install-Package Polly



Need retry logic?  Exponential back off? This project solves the problems easily with tons of of extensions!var retryPolicy = Policy.Handle<TransientException>()
.WaitAndRetry(retryCount: 3, sleepDurationProvider: _ => TimeSpan.FromSeconds(1));

var attempt = 0;
retryPolicy.Execute(() =>
{
    Log($"Attempt {++attempt}");
    throw new TransientException();
});


 GitHub reference

Honorable mentions


	LambdaSharp - deploy to AWS lambda and resources easier and safer.

	PubSub - publish and subscribe pattern

	M2MqttDotnetCore - MQTT client

	SynthesizerAudio - Synthesize text to speech

	Microsoft.OpenApi - like swagger but better

	Microsoft.IdentityModel.Tokens / System.IdentityModel.Tokens.Jwt  Working with JWTs.  Not easiest to read but essential for understanding how to use them.

	Refit - safe type REST library

	S22.Imap.Core - Interacting with email via IMAP.  The library is simple and ease to use.

	Microsoft.Extensions.Caching.Memory - caching safely

	EmbedIO - Cross platform HTTP / WebSocket server.

	Watson - Cross platform HTTP server.  Has attribute routing as well.



Parametric Belt Driven 3D Printed Spur Gear for Electric Skateboards
Parametric Belt Driven 3D Printed Spur Gear for Electric Skateboards
June 19, 2022
USE AT YOUR OWN RISK. It's been a few years riding on this 3D printed spur gear. Let's give an update from this Reddit post i did few years ago.

Specs

Downloadable FreeCAD version on GitHub


	Printed with ABS at 0.3mm resolution. 

	265-5M-9 5M Timing Belt or 265 mm Outside Circumference, 9 mm Width, 5 mm Pitch.

	Graphite powder on belt (pencil lead) to smooth out any noise.

	Fully parametric on gear teeth, mounting holes, inner cut out, and height

	80mm wheel

	Used with a BLDC motor at 8nM of force / 70amp peak with 12s battery

	Cost to print $1.45

	Top speed with existing configuration is 25mph

	Rider is 200lbs





Parametric Adjustments

All measurements are in millimeters. Adjusted for 190kv BLDC motor with 16 tooth gear



Wear and Tear

This was about 100+ hours of riding. It's hard to take a picture with it mounted. Here is a side view until I take it off the truck. Better image coming soon...




	Gear teeth have wore down as expected.

	It was noticeable louder than metal gear due to the pattern chosen for the teeth. Adding graphite powder every 10+ rides keeps it sounding smooth and prevents wear.

	The nuts came loose a few times... use lock tight.

	Belt wear was nominal.  I expect to change it every 500+ hours of riding.

	The bottom land could be more round to fit the belt.

	No noticable cracks or layer spliting in the 3D print.

	Amount of material the bolt and nut can hold unto (or lack of it).  It could "rip off" the end of the plastic gear.  Using longer bolts then removing the inner "cut out cone" could help with that.  As well an additional nut for surface area tension.  No concerns as of yet since the wearing has been nominal.

	Use double wall bearings. Even a little water and dirty can cause the bearings to crack at higher speeds.  That was a hard lesson. 😥



[image: Gear nomenclature reference]

Next Possible Experiment

Helical gears or double helical gears with no belt seems like an experiment to try out.  It offers a lot of benefits such as no belt, no belt slipping, quiter, and only 3D printed parts.

Effective Onboarding for New Engineers
Effective Onboarding for New Engineers
July 4, 2022
Onboarding new engineers on a project can be a time-consuming process. However, by implementing a structured approach, the transition can be made smoother.

An effective onboarding strategy includes:


	Providing a comprehensive overview of the project's architecture and making relevant documentation easily accessible.

	Assigning tasks or tickets that focus on the implementation of business logic, giving the new engineer a clear understanding of the project's objectives.

	Collaborating on the definition of main test cases, including the happy path and potential exceptions.

	Delaying the implementation of external dependencies by using techniques such as dependency injection or the dependency provider pattern. This approach allows the new engineer to focus on the core functionality of the project.

	Encouraging the new engineer to submit a pull request early, allowing for timely feedback from senior engineers.

	Scheduling regular pair programming, code swarming or office hours sessions to provide additional support and guidance.



By following this approach, a new engineer can quickly become productive, and contribute to the success of the project.

Linux Wifi Hotspot with PiHole
Linux Wifi Hotspot with PiHole
September 28, 2022
this post is still a working in progress, come back for updates!

TLDR

Using a 
Alfa AC1900 WiFi Adapter - 1900 Mbps 802.11ac Long-Range Dual Band USB 3.0 Wi-Fi Network Adapter w/4x 5dBi External Dual-Band Antennas

starting script: onstart.sh

#!/bin/bash
/sbin/iw dev wlan0 set power_save off
/sbin/iw wlan0 set txpower fixed 4500
echo '1' > /sys/module/8814au/parameters/rtw_switch_usb_mode
/usr/bin/create_ap --daemon --logfile /home/support/create_ap.log --no-dnsmasq  --dhcp-dns 192.168.12.1 --country US --ieee80211n --ieee80211ac --freq-band 5 --ht_capab '[LDPC][HT40+][SHORT-GI-20][SHORT-GI-40][MAX-AMSDU-7935]'  --vht_capab '[MAX-MPDU-11454][RXLDPC][SHORT-GI-80][TX-STBC-2BY1][RX-STBC-1][SU-BEAMFORMEE][MAX-A-MPDU-LEN-EXP3][HTC-VHT][SOUNDING-DIMENSION-3]' wlan0 eth0 TestNetwork testing123


Disable IPv6

sudo nano /etc/sysctl.conf

net.ipv6.conf.all.disable_ipv6=1
net.ipv6.conf.default.disable_ipv6=1
net.ipv6.conf.lo.disable_ipv6=1


Install and Configure Pihole

curl -sSL https://install.pi-hole.net | PIHOLE_SKIP_OS_CHECK=true sudo -E bash

setup the dhcp server to use 192.168.12.1 range.

Resources

https://github.com/lakinduakash/linux-wifi-hotspot/blob/master/src/scripts/README.md

Hacking my Sony A6000 Camera Adding Modern Features
Hacking my Sony A6000 Camera Adding Modern Features
July 16, 2023
Introduction

Hey there! In this blog post, I'm diving into a fun project: bringing my Sony A6000 camera into the modern era. This camera is a gem, even though it was made way back in 2013/3014. I snagged it on eBay as a second-hand purchase, and now I want to give it a modern makeover by improving its data transfer capabilities, increasing resolution and possibly even adding GPS functionality. 

There are a few hurdles I've come across. The main challenge is finding a way to directly connect and communicate with the camera. It has Wi-Fi hotspot, which sounds great, but unfortunately, it enters a "dumb mode" when I try to use it for data transfer. It also limits a cell phone to no internet. Another option is the USB mass storage mode, but it turns out to be a bit problematic. Whenever pulling data too quickly, it just freezes up. Plus, it's pretty sluggish with its USB 2.0 connection which can take hours to download data.

Luckily, I've discovered the PC remote feature, which can be quite handy when the camera is connected to a computer. There's this fantastic library called GPhoto2 that works wonders in this scenario, especially if I'm running Linux. It allows me to perform various actions on the camera remotely, like capturing images. However, I'm not keen on attaching a Raspberry Pi to my camera unless it's absolutely necessary. Alternatively, I'm considering a microcontroller with an OTG port as a potential solution.

Join me on this hacking journey as I explore ways to modernize my Sony A6000 camera! Let's get started! 🚀 Part 2 micro version has been published. 🎉

Getting Data Fast

Hurdles

These files are large.  24.3 megapixels averages around 7-10mb per photo.    


	Downloading the data from the disk is mandatory as the USB transfer rate is to slow. Using the SD card seems to be the best way.

	The files names are really ugly.  They have a format of DSC0XXXX .  It iterates +1,  This is meaningless to understand.  I adopted the format %Y%m%d_%H%M%S using the image's timestamp.  While I could save as timestamp via the camera settings but i choose opt out of that behavior which I will explain later.

	DSLR cameras can take multiple pictures in a second. Appending the image count to the end of that format i.e %Y%m%d_%H%M%S_{COUNT} 

	Offloading to external storage... using OneDrive since it's available in the web, mobile, and desktop experiences.



A quick python script to solve these problems,  this scripts solves it in 3 part process, download, rename, and then transfer to a storage.  Each step requires pauses for verification but could be altered in the future for more post process work.  My thought would be to use Darktable more frequently but this works for most cases.

Found Disk. Files 14. Press Enter to copy...
D:\DCIM\100MSDCF to C:\Users\spenc\a6000Temp
Copied 14. Press Enter to rename...
Move DSC08808.JPG to 20230612_151432.JPG
Move DSC08809.JPG to 20230612_151436.JPG
Move DSC08810.JPG to 20230612_151440.JPG
Move DSC08811.JPG to 20230612_151502.JPG
Move DSC08812.JPG to 20230612_151510.JPG
Move DSC08813.JPG to 20230612_151520.JPG
Move DSC08814.JPG to 20230612_152200.JPG
Move DSC08815.JPG to 20230612_152208.JPG
Move DSC08816.JPG to 20230612_152210.JPG
Move DSC08817.JPG to 20230612_152250.JPG
Move DSC08818.JPG to 20230612_190546.JPG
Move DSC08819.JPG to 20230612_190550.JPG
Move DSC08820.JPG to 20230612_190556.JPG
Move DSC08821.JPG to 20230612_190600.JPG
Copied 14. Press Enter to move...
Done


Exploring

📷 Web camera usage

Capturing the output of the camera is easy using a mini-HDMI to HDMI cable then a HDMI Video capture device.  It shows up as a web camera device on the computer.  The output is 1080p but good enough for most meetings.   Scott Hanselman's Blog has a good write up. 

To deal with the camera heating over time open the screen to help dissipate it.  The screen is always on unless setting Menu > page 2 > subpage 3 > FINDER/MONITOR > FINDER.  


	Sony A6000 but get it used on ebay or on Amazon

	Power adapter

	HDMI to USB3 Adapter

	How I livestream with OBS, a Sony a6000, and a Cam Link | Jeff Geerling



🔌 USB Connection: PC Remote

The PC Remote of the camera could be used in conjunction with the above approach to get and control aspects of the camera (menu > last tab > 4th sub tab > first option).  For example, information about the battery level or configuration settings.  I used the gphoto2 cli tool to extract this information.   It works great on Linux systems. It doesn't support Windows directly however, this worked wonderfully with Windows by doing a USB pass through to WSL . One minor annoyance is a command must be sent otherwise it will stay in "Connecting" which makes the camera useless until done.

Useful commands:

Get Summary tells you what you can do with device.
sudo gphoto2 --summary

Camera summary:
Manufacturer: Sony Corporation
Model: ILCE-6000
  Version: 3.0
  Serial Number: 0000000000000000xxxxxxxxxxxxxxxxx
Vendor Extension ID: 0x11 (1.0)
Vendor Extension Description: Sony PTP Extensions

Capture Formats:
Display Formats: JPEG, Unknown(b301), ARW

Device Capabilities:
        File Download, No File Deletion, No File Upload
        No Image Capture, No Open Capture, Sony Capture

Storage Devices Summary:

Device Property Summary:
Compression Setting(0x5004):(read only) (type=0x2) Enumeration [2,3,16,19] value: 3
....


Get battery level
gphoto2 --get-config=batterylevel | grep Current: | cut -d ' ' -f2

Capture image and download image with timestamp
`gphoto2 --capture-image-and-download --filename %Y%m%d%H%M%S.jpg -q

🧑‍💻 Sony's Camera SDK

Sony's SDK is kind of bad/good. petabite/libsonyapi: Python binding for the Sony Camera API (github.com)  It gave some helpful hints here about the API endpoints but still a no go.   Put the camera in smart remote mode Apps tab > Application List  > Smart Remote Control Embedded. It will stay in this mode until connected to it.

A quick NMAP scan when connected to the camera.  

Starting Nmap 7.94 ( https://nmap.org ) at 2023-06-13 16:42 Pacific Daylight Time
NSE: Loaded 156 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 16:42
Completed NSE at 16:42, 0.00s elapsed
Initiating NSE at 16:42
Completed NSE at 16:42, 0.00s elapsed
Initiating NSE at 16:42
Completed NSE at 16:42, 0.00s elapsed
Initiating ARP Ping Scan at 16:42
Scanning 192.168.122.1 [1 port]
Completed ARP Ping Scan at 16:42, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 16:42
Completed Parallel DNS resolution of 1 host. at 16:42, 13.02s elapsed
Initiating SYN Stealth Scan at 16:42
Scanning 192.168.122.1 [65535 ports]
Discovered open port 8080/tcp on 192.168.122.1
Discovered open port 61000/tcp on 192.168.122.1
Completed SYN Stealth Scan at 16:43, 46.95s elapsed (65535 total ports)
Initiating Service scan at 16:43


Just the 2 services it needs to allow the mobile app to make it's calls.  Using their SDK, this works!

from libsonyapi.camera import Camera
from libsonyapi.actions import Actions
from pprint import pprint

camera = Camera()  # create camera instance
camera_info = camera.info()  # get camera camera_info
print(camera_info)
print(camera.name)  # print name of camera
print(camera.api_version)  # print api version of camera
result = camera.do(Actions.actTakePicture)
pprint(result)


This will take the camera out ot the app screen.  The camera kind of goes into dumb mode. Only the basic modes can be used.  I set it to "Intelligent Auto" to keep taking regular photos. Only a few API calls!  Which means this camera wont be able to download any files via the API restful endpoints. 😔  It least it's not supported.

{'name': 'GOODENERGYGAINS', 'api version': '1.0', 'supported services': ['guide', 'accessControl', 'camera'], 'available apis': [['getVersions', 'getMethodTypes', 'getApplicationInfo', 'getAvailableApiList', 'getEvent', 'actTakePicture', 'stopRecMode', 'startLiveview', 'stopLiveview', 'awaitTakePicture', 'setSelfTimer', 'getSelfTimer', 'getAvailableSelfTimer', 'getSupportedSelfTimer', 'getExposureCompensation', 'getAvailableExposureCompensation', 'getSupportedExposureCompensation', 'setShootMode', 'getShootMode', 'getAvailableShootMode', 'getSupportedShootMode', 'getSupportedFlashMode']]}


When taking the picture the response gives back an image! Yay! but it's odd looking for the original ones that are downloaded.

{'id': 1, 'result': [['http://192.168.122.1:8080/postview/pict20230614_080830_0.JPG']]}


The exfil data shows the dimensions of that image is 1616x1080. So it's a thumbnail. the real image is 4000x6000.  Only identification is the datetime stamp which  is useless. 😔

{'ResolutionUnit': 2, 'ExifOffset': 246, 'ImageDescription': '                               ', 'Make': 'SONY', 'Model': 'ILCE-6000', 'Software': 'ILCE-6000 v3.21', 'Orientation': 1, 'DateTime': '2023:06:14 13:36:06', 'YCbCrPositioning': 2, 'XResolution': 350.0, 'YResolution': 350.0, 'ExifVersion': b'0230', 'ComponentsConfiguration': b'\x01\x02\x03\x00', 'CompressedBitsPerPixel': 1.0, 'DateTimeOriginal': '2023:06:14 13:36:06', 'DateTimeDigitized': '2023:06:14 13:36:06', 'BrightnessValue': -4.975, 'ExposureBiasValue': 0.0, 'MaxApertureValue': 2.96875, 'MeteringMode': 5, 'LightSource': 0, 'Flash': 16, 'FocalLength': 20.0, 'UserComment': b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', 'ColorSpace': 1, 'ExifImageWidth': 1616, 'SceneCaptureType': 0, 'ExifImageHeight': 1080, 'Contrast': 0, 'Saturation': 0, 'Sharpness': 0, 'FileSource': b'\x03', 'ExposureTime': 0.625, 'ExifInteroperabilityOffset': 908, 'FNumber': 2.8, 'SceneType': b'\x01', 'ExposureProgram': 2, 'CustomRendered': 0, 'ISOSpeedRatings': 3200, 'ExposureMode': 0, 'FlashPixVersion': b'0100', 'SensitivityType': 2, 'WhiteBalance': 0, 'RecommendedExposureIndex': 3200, 'LensSpecification': (20.0, 20.0, 2.8, 2.8), 'LensModel': 'E 20mm F2.8', 'DigitalZoomRatio': 1.0, 'FocalLengthIn35mmFilm': 30}


My last effort was to update the app.  It looks like its possible to do that still. The Smart Remote Control: https://www.playmemoriescameraapps.com/  app was updated and a ton new features showed up!  Smart Remote Control Specifications | PlayMemories Camera Apps  

{'name': 'GOODENERGYGAINS', 'api version': '1.0', 'supported services': ['guide', 'accessControl', 'camera'], 'available apis': [['getVersions', 'getMethodTypes', 'getApplicationInfo', 'getAvailableApiList', 'getEvent', 'actTakePicture', 'stopRecMode', 'startLiveview', 'stopLiveview', 'startLiveviewWithSize', 'actHalfPressShutter', 'cancelHalfPressShutter', 'setSelfTimer', 'getSelfTimer', 'getAvailableSelfTimer', 'getSupportedSelfTimer', 'getSupportedContShootingMode', 'getSupportedContShootingSpeed', 'getExposureMode', 'getSupportedExposureMode', 'getExposureCompensation', 'getAvailableExposureCompensation', 'getSupportedExposureCompensation', 'getFNumber', 'getAvailableFNumber', 'getSupportedFNumber', 'getIsoSpeedRate', 'getAvailableIsoSpeedRate', 'getSupportedIsoSpeedRate', 'getLiveviewSize', 'getAvailableLiveviewSize', 'getSupportedLiveviewSize', 'setPostviewImageSize', 'getPostviewImageSize', 'getAvailablePostviewImageSize', 'getSupportedPostviewImageSize', 'getSupportedProgramShift', 'setShootMode', 'getShootMode', 'getAvailableShootMode', 'getSupportedShootMode', 'getShutterSpeed', 'getAvailableShutterSpeed', 'getSupportedShutterSpeed', 'getWhiteBalance', 'getSupportedWhiteBalance', 'getAvailableWhiteBalance', 'getSupportedFlashMode', 'setFocusMode', 'getFocusMode', 'getAvailableFocusMode', 'getSupportedFocusMode', 'setZoomSetting', 'getAvailableZoomSetting', 'getZoomSetting', 'getSupportedZoomSetting', 'getStorageInformation', 'setLiveviewFrameInfo', 'getLiveviewFrameInfo']]}


After digging around, the post view image size could be changed to the Original file! Since taking a picture is the only way to get to that url.  Indeed it gave the FULL path on disk!  

http://192.168.122.1:8080/postview/memory/1000/DCIM/100MSDCF/DSC08843.JPG

Here is the quick script to capture and download.

import requests
from libsonyapi.camera import Camera
from libsonyapi.actions import Actions

def capture_and_download():
    camera = Camera()
    camera.do("setPostviewImageSize", ["Original"])
    response = camera.do(Actions.actTakePicture)
    image_uri = response['result'][0][0]
    img_data = requests.get(image_uri).content
    with open('img.jpg', 'wb') as handler:
        handler.write(img_data)

if __name__ == '__main__':
        capture_and_download()


Could I do some URL hacking to get other files?  Yup! 🥳  I took a photo manually then tried the updated URL.  I now can download all the files by iterating backwards from the last known photo!  When the bytes of the images end, it's over. I'm sure Sony didn't want this for a reason... likely it would kill the camera so use it AT YOUR OWN RISK!

🧙‍♂️ Super High Resolution Images

Doubling the camera's 24 megapixels output is possible by using a burst of pictures!  It took a few days of hacking:


	Take pictures with smart remote API (4 seem to be the max at 10 seconds)

	Read images into memory

	Resize images by 200%

	Align similar features images 

	Blend with transparency of 50%

	Repeat 3 times since it would be the first two super images then last two super super images to one.  (24.3 * 2) * 2 = 97.2 megapixels?!  It looks more like a 48.6 megapixel version.  See the super resolution code on GitHub



img1 = cv2.imread(img1_path)
img2 = cv2.imread(img2_path)
interpolation = cv2.INTER_LANCZOS4  # cv2.INTER_CUBIC
scale = 2
upscaled1 = cv2.resize(
	img1, (img1.shape[1] * scale, img1.shape[0] * scale),   interpolation=interpolation)
upscaled2 = cv2.resize(
	img2, (img2.shape[1] * scale, img2.shape[0] * scale),   interpolation=interpolation)
higher_resolution_img = align_images(upscaled1, upscaled2, debug=False)
tmp_jpg = tempfile.NamedTemporaryFile(suffix='.JPG').name
cv2.imwrite(tmp_jpg, higher_resolution_img)


🗺️ GPS

A GPS module doesn't exist for this camera.  I've done a few proof of concepts but they have pros/cons. There are multiple ways to solve this


	Use your phone to generate a QR code then take a picture of it in the camera. It can be posted processed.

	Use something like google maps history to match images times with GPS location

	Use hardware device like Neo 6m hooked up to a raspberry pi/microcontroller to collect time/location then post process.

	My favorite is a combination of methods. Is to add a super small GPS device that was hooked a to raspberry pi zero mounted on the camera.  With a quick POC, it worked wel!  Unfortunately uploading files to the camera sames impossible. At least with all the options I've tried.   The other major issue is something like a Raspberry Zero W 2 has a limit of 64GB of storage.  So it should be offloaded quickly.



Quick python script to collect GPS data off the GPS serial device.

# pip install pynmea2 pyserial
import serial
import pynmea2

ser = serial.Serial("COM4", baudrate=9600, timeout=1.0)
dataout = pynmea2.NMEAStreamReader()
while True:
    newdata = ser.readline().decode("utf-8")
    if newdata[0:6] == "$GPRMC":
        newmsg = pynmea2.parse(newdata)
        lat = newmsg.latitude
        lng = newmsg.longitude
        print(f'Latitude {lat} Longitude {lng}')


Conclusion

In conclusion, adding modern features to the Sony A6000 camera has its challenges and it is possible to overcome them with a little creativity. One possible solution to improve data transfer capabilities and add GPS functionality is to use a Raspberry Pi as a bridge between the camera and other devices. It could provide a stable and fast connection, allowing for seamless data transfer and GPS tracking. With the added capabilities of the Raspberry Pi, the Sony A6000 camera can truly be brought into the modern era.  See the full code on GitHub  

🚀 Part 2 micro version has been published. 🎉

Part 2 of Hacking my Sony A6000 Camera
Part 2 of Hacking my Sony A6000 Camera
May 13, 2024
Introduction

This is a smaller continuation of the previous blog post on hacking the Sony A6000 camera (come back for more updates).

Free Apps

To install time-lapse and an FTP Uploader with some additional hacks, this open source project was awesome https://github.com/ma1co/Sony-PMCA-RE. Download the executable from the releases, then it will provide you on the applications to install. I would also recommend the OpenMemories:Tweaks app as it allows changing some limits on the camera.

USB-C Battery Hack

Batteries drain very quickly with this camera. The stock battery is around 1020mAh.  Swapping out batteries is common and tedious.  Getting usb-c versions of them helps with charging on the go but it's still annoying with cables.

After a bit of hacking the power adapter version of this, I bundled everything up into a single battery shell with a usb-c female tail.  Nothing clever here other than taking apart the usb 5v to 8v adapter then adding that to the shell with a usb-c input.  The idea here is to use a large battery bank when taking very long time-lapse. Bulding a battery pack on the bottom is the next idea. Here is the build for the power adapter.

Data Transfers Hurdles

A follow up from my previous post.

Using a Card Reader

On the go, I keep this card reader near the camera bag. It allows for the sd card to plugged into the computer or phone in a small package. Sometimes I just need a few pictures on my phone to edit and send.  All the other files get dumped.

Using the FTP uploader within the camera

This idea of using the FTP uploader is great but it's very slow...  70 files in 13 minutes at full resolution JPEG files. If there is not a lot pictures this makes sense but typically taking the sd card out and data dumping is going to be much quicker still.

Using the FTP uploader app mentioned above, i use this bit of python code to dump it into directory that i care about.

python -m pyftpdlib -u USER -P PASS -w

Reference to this command. https://stackoverflow.com/questions/4994638/one-line-ftp-server-in-python

My Emails Are Out Of Control
My Emails Are Out Of Control
June 24, 2024
Introduction

My inbox is FULL. Not in the sense of storage capacity but my mental capacity.  Email is here to stay and i have chose not to commit to a zero inbox game.  So this is my attempt to using some code to analyze and clean up existing messages.  Let's get some control back.

Code

TLDR;  the who_has_email_the_most script loops through 11 times by 30 days in an inbox using an IMAP protocol.  Builds a "top FROM" emails then displays it.  The mark_for_deletions script handles removing a single from email address at a time.


Data

Mostly newsletters, some transactional.  Having a time-to-live on some of these emails would make sense.  That's not a feature i'm aware of so lets just do some data deletion. EDIT: there is a feature called Sweep in Outlook.com that does this.

[('news@e.eyebuydirect.com', 290),
 ('shipment-tracking@amazon.com', 218),
 ('friendupdates@facebookmail.com', 215),
 ('express@em.express.com', 211),
 ('Costco@digital.costco.com', 207),
 ('photos@onedrive.com', 195),
 ('noreply@redditmail.com', 179),
 ('order-update@amazon.com', 178),
 ('Shutterfly@em.shutterfly.com', 159),
 ('REDACTED01@REDACTED01.com', 157),
 ('ProFlowers@news.proflowers.com', 151),
 ('USPSInformeddelivery@email.informeddelivery.usps.com', 149),
 ('marketplace-messages@amazon.com', 122),
 ('microsoft.start@email2.microsoft.com', 114),
 ('redcross@theamericanredcross.org', 112),
 ('REDACTED02@REDACTED02', 106),
 ('newsmax@latest.newsmax.com', 101),
 ('noreply@email.amctheatres.com', 95),
 ('jobs-listings@linkedin.com', 95),
 ('reply@rs.email.nextdoor.com', 93)]


Solutions


	Unsubscribe from the top offenders

	Using a script, delete the top offending emails.

	Created some rules to archive emails via the web portal.

	Run the script top offenders monthly to evaluate who is wasting my time the most



Conclusion

A bit of house cleaning will keep some sanity in my inbox.  With the addition of automation, it should get better over time.

Tethered Raspberry Pi for Modern Camera Functionality
Tethered Raspberry Pi for Modern Camera Functionality
June 27, 2024
TLDR;

Code about this blog post. Drop the files over ssh into a raspberry pi zero with a micro usb cable then you should be set!

Introduction

As in my other posts, i've made further progress with getting my camera to a modern era. This one is going to be taking advantage of using bit of mobile compute and finding some parts to make it ultra compact.  Also, I got a new a6400! a few new features that i really like. Before i go to far i do once to call out some of the biggest changes since my last posts (hacking-sony-a6000-for-modernization.md) and 2 (hacking-sony-a6000-more.md): no ssh into the device, the playmemories app is no longer so we cant get updated apps, and no more android subsystem. Looks like this has been rewritten by Sony.

So why is this post a bit different?  We are using additiional hardware for on-the-go capture gathering/viewing.  A raspberry pi zero w, gps on it, external battery, and some small cables.  What does this get us?  Gets us realtime shots, online/offline networking, and convience.

The Dead Ends

Using the Sony App is kind of slow. I know they did a general good job on it. It's just really flaky to get going. I tried a bunch of ways but it could be my phone or the camera itself. Not sure but i dont see Sony making a ton of improvements on it.


	Wi-Fi hotspot mode dumb terminal, no internet, Camera SDK only returns thumbnails without the setPostviewImageSize hack (covered in Part 1)

	USB mass storage USB 2.0 is painfully slow for 7-10MB JPEGs; camera freezes if you don't eject safely

	Sony Camera SDK full download — the setPostviewImageSize trick gives one photo at a time; no enumerate API, no batch download, connection drops when leaving Smart Remote mode

	FTP from camera Part 2 showed this: 70 files in 13 minutes. Not a workflow.

	gphoto2 with a laptop works perfectly, not very mobile.



There is one really cool feature about gphoto2 in PC Mode tho... camera events. Every interaction shows you exactly what gets changed on the camera. We can use that to gain insights and determine what to do next. Just dont want to have a laptop with me.

Architecture

Sony a6400 (PC Remote mode)
        │ USB
        ▼
   gphoto2 --capture-tethered
        │
        ▼
   ~/downloads/NNNNN.jpg
        │
        ├──► Bluetooth RFCOMM server
        └──► Copyparty HTTP server



	Three services: tethered capture, Bluetooth RFCOMM, copyparty HTTP

	Can run all three or any subset

	Camera always connected via USB in PC Remote mode



Tethered Capture

Goal: The most fragile part of the system. Real engineering pain points.

Most Sony cameras support PC mode. The magic of this happens here.  ghoto2 can get those realtime events to stream over.  As well as the full image. its only there for temporary so we need to grab while its still possible to get it.

 I rebuilt gphoto2 from source. it takes awhile on the pi but more stable at 2.5.32+ . Use setup.sh to build from source. 

The Lua monitor pattern (not a systemd Restart trap):


	gphoto2 exits when the USB link blips

	systemd restart is fast enough to collide with the camera still holding the USB device → "Could not claim the USB device"

	Solution: Lua script maintains one persistent gphoto2 session; kills gvfs-gphoto2-volume-monitor, waits 5 seconds, relaunches

	systemd sees a healthy Lua process and never triggers its own restart logic

	Show the Lua loop snippet



Sequential filenames:


	gphoto2's %Y%m%d%H%M%S.jpg sorts wrong on mobile

	Use --filenumber=N --filename %05n.%C → 00001.jpg, 00002.jpg

	Lua script scans download directory for highest number before each session → no overwrites after crash/restart



The WorkingDirectory=/ silent failure trap:


	gphoto2 writes a temp file to CWD before moving to target filename

	Default systemd CWD is /, not writable by service user

	Result: gphoto2 exits 0, photo never appears in download directory

	Fix: WorkingDirectory=/home/dietpi/downloads in systemd unit

	This one wasted hours — emphasize this





The USB Mode-Switching Bug

Goal: The most annoying physical bug in the system. Not software — physics.

References:


	README.md — troubleshooting section



	a6400 falls from PC Control mode (054c:0caa) to charging mode (054c:0994)



	Causes: marginal cable, insufficient Pi USB current, camera connected before USB stack is ready



	gphoto2 can't find the camera in charging mode



	Fixes: short quality cable, powered USB hub, 5-second sleep in Lua monitor for re-enumeration





The Bluetooth Binary Protocol

Goal: The technical deep-dive. This is the HN-worthy section.

The easiest approach was to use RFCOMM but i know its a bit slower so compression is required.  I suspect this is why the Sony android is so slow. OBEX/OPP is bloated; HTTP over Bluetooth PAN/DUN is finicky on both sides

So a simple custom protocal was made, only 3 bytes of overhead per message! [1 byte opcode] [2 bytes big-endian length] [payload]

Commands:


	0x01 LIST — no payload, returns 0x81 with newline-delimited filenames

	0x02 GET — payload is <quality byte><filename>, returns 0x82 with JPEG data

	0xFE — error responses with ASCII messages (FILE_NOT_FOUND, BAD_QUALITY, etc.)



Quality tiers (server-side compression with Pillow/LANCZOS):




	Quality
	Resize
	JPEG quality
	Typical size




	0
	None (original)
	—
	~7-10 MB



	1
	Half-size
	75
	~1 MB



	2
	1200px wide
	75
	~300 KB



	3
	1200px wide
	40
	~100 KB





	Quality 3 = preview in under 10 seconds over Bluetooth

	Pi does the CPU work; phone receives final compressed JPEG





Copyparty: Zero-Config LAN Browsing

Goal: Quick section — the alternative to Bluetooth for LAN setups.

References:


	copyparty-setup.sh



	bash copyparty-setup.sh && sudo systemctl enable --now copyparty



	No nginx, no Apache, no config files



	http://<pi-ip>:8080 → full file browser with thumbnails and grid view



	Default login: admin/admin



	Use cases: booths, events, bigger screen without Bluetooth







Lessons Learned

Goal: The section HN loves. Concrete takeaways from real pain.


	Build gphoto2 from source — distro package is too old; plan for build time

	Use a Lua wrapper, not a raw systemd service — gphoto2 exits; the Lua monitor handles the USB race condition that systemd restarts can't fix

	Set WorkingDirectory in your systemd unit — the silent failure is the most expensive bug in this project

	Quality cable, powered hub, or neither — USB mode-switching is physics, not software

	Compress server-side for Bluetooth — Pi has the CPU; use it

	Three bytes beats HTTP on RFCOMM — length-prefixed packets are simpler and faster

	Sequential filenames for mobile — timestamps sort wrong on phone galleries





Use Cases

Goal: Who is this for? Make it concrete.


	Product photography — camera on tripod, Pi on shelf, check phone over Bluetooth. No desk, no laptop cable.

	Wildlife — remote trigger, instant photo availability. You're in the field, not at a desk.

	Events — hands-free capture station. Attendees review on LAN browser, collect originals later.

	Booths and displays — self-contained photo station. Pi hides behind the setup. No laptop footprint = looks like magic.





Conclusion

Goal: Wrap up and invite discussion.


	TL;DR: $35 Pi replaced a laptop in my tethered workflow

	Three services, one Lua monitor, one custom protocol — it works

	The parts that hurt (USB mode-switching, WorkingDirectory=/, gphoto2 version) are documented now

	The protocol is open — fork the repo, add remote shutter control over Bluetooth, tell me what you build

	Discussion prompts:
	Anyone else reverse-engineer a camera protocol?

	BLE vs RFCOMM for file transfer — which would you use?

	What other cameras would this work on? (gphoto2 camera list is extensive)

	The super-resolution hack from Part 1 — worth a Part 4?
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TLDR; I built a Rust proxy to keep my traffic private and give me remote access to home devices. It's lightweight, no‑app, works on any device that can point to a proxy. I'll walk through the privacy benefits, how I use it for local services, and why I still use it even with a full‑tunnel VPN.

I wanted to switch to a miminalist OS… the catch‑22 is my work didn't support Linux (or a mac at the time), corp VPN, and a bunch of policies. I couldn't just switch and be done with it. So I got creative.

The Problem

I wanted Linux as my daily driver. The work required Windows for the VPN and certain tools. WSL2 was okay, but it felt like fighting the OS half the time. USB devices, GUI apps, file operations in bulk. Things were just slow or wouldn't work the way I expected.

I needed a way to run Linux full time but still access my work's Windows environment seamlessly.

First Attempts

I tried Squid proxy first. It worked… mostly. But I'd get random issues from time to time. Then I wrote a Python script to handle the proxying, which was better but felt hacky.

I knew I could do better. And I wanted to learn Rust anyway.

The Rust Proxy

I built a transparent HTTP(S) forward proxy in Rust. It's nothing fancy, but it solves my specific problem:


	HTTP and HTTPS proxy support via CONNECT tunneling

	SSL/TLS error detection with helpful diagnostics (because corporate certs are a pain)

	Windows firewall integration (auto‑creates rules for the proxy port)

	Cross‑platform binaries (Windows, Linux, macOS)

	Configurable host, port, and logging levels



Here's the repo if you want to check it out: rust_reverse_proxy I did use claude code to help me build it since i didnt have alot experience.

Why Rust? The performance has been said to be solid. The async architecture with tokio handles plenty of concurrent connections without causing any problems.

Quick Start

# Download the latest release
wget https://github.com/spencerkittleson/rust_reverse_proxy/releases/latest/download/rust_proxy-linux-x64

# Run it
./rust_proxy-linux-x64 --host 0.0.0.0 --port 3129


Then point your system or app proxy settings to that host and port. Simple.

PopOS Setup: The Real Work

The proxy was the easy part. Getting PopOS to play nice with my work setup? That took some doing.

Docker Install (The Full Walkthrough)

Docker doesn't come pre-installed on PopOS, so here's exactly what I did:

# 1. Update system packages
sudo apt update && sudo apt upgrade -y

# 2. Install prerequisites
sudo apt install -y apt-transport-https ca-certificates curl gnupg lsb-release

# 3. Add Docker's official GPG key
sudo mkdir -p /etc/apt/keyrings
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg

# 4. Add Docker repository
echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# 5. Update and install
sudo apt update
sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

# 6. Start and enable
sudo systemctl start docker
sudo systemctl enable docker

# 7. Add user to docker group
sudo usermod -aG docker $USER

# 8. Verify
docker --version
docker compose version


Log out and back in (or run newgrp docker) to apply the group changes.

GitHub Account Switching

I have both a personal and work GitHub account. Here's how I switch between them:

# For work
gh auth switch --user work_user

# For personal
gh auth switch --user personal_user


Would be nice if there was an alias or something, but this works.

Flatpak x11 Fallback

Some Flatpak apps don't work well with Wayland. Here's how to force x11 for VSCodium:

flatpak override --user --nosocket=fallback-x11 --socket=x11 com.vscodium.codium


.NET Linking

I keep a local .dotnet install but link it to the system path:

sudo ln -sf /home/spencerkittleson/.dotnet/dotnet /usr/bin/dotnet


NVM for Node

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.40.3/install.sh | bash


The PopOs fun window issues

PopOS isn't perfect. Here's what I had to fix:

Gnome Tweaks


	Adjust services startup: gnome-session-properties

	Change workspaces quickly: super + ctrl + up/down

	Restart Gnome shell: press alt + f2, type "r", hit enter



Bluetooth

I ditched the bluetooth adapter since it was old and caused issues with PopOs all the time. Disable the internal adapter when not needed:

# List devices
hciconfig

# Take one down
sudo hciconfig hci0 down


Audio Power Saving

This was a common fix for audio issues:

# Temporary
echo "0" | sudo tee /sys/module/snd_hda_intel/parameters/power_save

# Permanent
sudo tee /etc/modprobe.d/audio_disable_powersave.conf <<< "options snd_hda_intel power_save=0"


Wireplumber Suspend

Prevent unwanted suspend:

sudo sed -i 's/--\["session.suspend-time-seconds\] = 5/\["session.suspend-time-seconds\] = 0/' /usr/share/wireplumber/main.lua.d/50-alsa-config.lua
systemctl restart --user pipewire.service


VSCodium GPU

If it's crashing:

codium --disable-gpu


Chromium Proxy Setup

This is the part that actually makes everything usable. I run different work apps through different proxies. Here's how I launch Chromium with specific proxy settings:

# Basic proxy
flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server="http://192.168.8.204:3129;https://192.168.8.204:3129" & disown

# With certificate errors ignored (useful for internal corporate certs)
flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server="http://192.168.8.204:3129;https://192.168.8.204:3129" --ignore-certificate-errors & disown


I have multiple of these for different work contexts. It's not elegant but it works.

Flatpak Sandbox Chrome Alias

For convenience, you can set an alias that launches Chromium in a sandboxed Flatpak instance with the proxy already configured:

alias proxy="flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server='http://192.168.8.204:3129;https://192.168.8.204:3129' --ignore-certificate-errors & disown"


This keeps the proxy settings isolated from your regular Chrome installation and ensures the sandboxed instance respects the corporate certificate chain.

The Router Setup

I use a travel router to connect my Linux machine to the work Windows machine via ethernet. It's basically a home lab but for work. The router runs Wi‑Fi 7, which is nice since my work laptops are from 2019 and don't support it. Since I'm proxying all traffic through the work laptop, this gives me low latency and fast file transfers.

15 Months In

It's been over a year now. Here's where I'm at:


	Running PopOS full time on my personal machine

	Work machine is only PopOS Cosmic

	The Rust proxy handles all my traffic routing to a Windows PC

	I use the proxy to split internet traffic - work stuff goes through corp VPN, everything else direct

	No more OneDrive - I use the web version, git, or my knowledge management system



Would I do anything differently? Maybe not have spent so much time optimizing Windows when all of work systems deploy to linux container in production anyways. The ecosystem lock‑in is real. Once you're in, it's hard to get out. But with some creativity and a custom code, you can make mixed‑OS workflows work for you.

Work VPN Conflicts

I use a full‑tunnel work VPN, which can be problematic for development. NPM, NuGet, and pip can be extremely slow because all traffic is forced through the corporate network. SSL certificates can also be an issue: with a full VPN, an intermediate certificate is installed and becomes part of the chain. I'm not a TLS expert, but it can cause headaches.

Companies may not even like proxies installed on the PC or allow them in general use. Route tables and routing traffic become interesting. I use a proxy in two different ways depending on the use case. I've been using an HTTPS proxy for over a year. It solved a few major issues for me. In the age of WireGuard and Tailscale, you might wonder why I still use it.

Conclusion


	Keep it simple. A single, lightweight proxy can solve a lot of headaches without the bloat of a full VPN client.

	Don't over‑optimize. I spent a lot of time tweaking Windows, but the real win was the Linux side. Focus on the part that actually matters to you.

	Document early. The notes you keep for yourself become the next blog post. I'm still adding to this file, and that's why it's a living document.

	Stay curious. The tech landscape changes fast. What worked for me last year might be obsolete next year, so keep experimenting.



Bottom line: if you're juggling a corporate VPN and a personal workflow, a transparent forward proxy is a surprisingly powerful tool. It keeps your traffic private, gives you remote access to home services, and lets you sidestep the slowdowns of a full‑tunnel VPN. Give it a shot and see how it changes your day‑to‑day dev life.
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TLDR; I built a Rust proxy to keep my traffic private and give me remote access to home devices. It’s lightweight, no‑app, works on any device that can point to a proxy. I’ll walk through the privacy benefits, how I use it for local services, and why I still use it even with a full‑tunnel VPN.

I wanted to switch to a miminalist OS... the catch‑22 is my work didn't support Linux (or a mac at the time), corp VPN, and a bunch of policies. I couldn't just switch and be done with it. So I got creative.

The Problem

I wanted Linux as my daily driver. The work required Windows for the VPN and certain tools. WSL2 was okay, but it felt like fighting the OS half the time. USB devices, GUI apps, file operations in bulk. Things were just slow or wouldn't work the way I expected.

I needed a way to run Linux full time but still access my work's Windows environment seamlessly.

First Attempts

I tried Squid proxy first. It worked... mostly. But I'd get random issues from time to time. Then I wrote a Python script to handle the proxying, which was better but felt hacky.

I knew I could do better. And I wanted to learn Rust anyway.

The Rust Proxy

I built a transparent HTTP(S) forward proxy in Rust. It's nothing fancy, but it solves my specific problem:


	HTTP and HTTPS proxy support via CONNECT tunneling

	SSL/TLS error detection with helpful diagnostics (because corporate certs are a pain)

	Windows firewall integration (auto‑creates rules for the proxy port)

	Cross‑platform binaries (Windows, Linux, macOS)

	Configurable host, port, and logging levels



Here's the repo if you want to check it out: rust_reverse_proxy  I did use claude code to help me build it since i didnt have alot experience.

Why Rust? The performance has been said to be solid. The async architecture with tokio handles plenty of concurrent connections without causing any problems.

Quick Start

# Download the latest release
wget https://github.com/spencerkittleson/rust_reverse_proxy/releases/latest/download/rust_proxy-linux-x64

# Run it
./rust_proxy-linux-x64 --host 0.0.0.0 --port 3129


Then point your system or app proxy settings to that host and port. Simple.

PopOS Setup: The Real Work

The proxy was the easy part. Getting PopOS to play nice with my work setup? That took some doing.

Docker Install (The Full Walkthrough)

Docker doesn't come pre-installed on PopOS, so here's exactly what I did:

# 1. Update system packages
sudo apt update && sudo apt upgrade -y

# 2. Install prerequisites
sudo apt install -y apt-transport-https ca-certificates curl gnupg lsb-release

# 3. Add Docker's official GPG key
sudo mkdir -p /etc/apt/keyrings  
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg

# 4. Add Docker repository
echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# 5. Update and install
sudo apt update
sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

# 6. Start and enable
sudo systemctl start docker  
sudo systemctl enable docker

# 7. Add user to docker group
sudo usermod -aG docker $USER

# 8. Verify
docker --version
docker compose version


Log out and back in (or run newgrp docker) to apply the group changes.

GitHub Account Switching

I have both a personal and work GitHub account. Here's how I switch between them:

# For work
gh auth switch --user work_user

# For personal
gh auth switch --user personal_user


Would be nice if there was an alias or something, but this works.

Flatpak x11 Fallback

Some Flatpak apps don't work well with Wayland. Here's how to force x11 for VSCodium:

flatpak override --user --nosocket=fallback-x11 --socket=x11 com.vscodium.codium


.NET Linking

I keep a local .dotnet install but link it to the system path:

sudo ln -sf /home/spencerkittleson/.dotnet/dotnet /usr/bin/dotnet


NVM for Node

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.40.3/install.sh | bash


The PopOs fun  window issues

PopOS isn't perfect. Here's what I had to fix:

Gnome Tweaks


	Adjust services startup: gnome-session-properties

	Change workspaces quickly: super + ctrl + up/down

	Restart Gnome shell: press alt + f2, type "r", hit enter



Bluetooth

I ditched the bluetooth adapter since it was old and caused issues with PopOs all the time. Disable the internal adapter when not needed:

# List devices
hciconfig

# Take one down
sudo hciconfig hci0 down


Audio Power Saving

This was a common fix for audio issues:

# Temporary
echo "0" | sudo tee /sys/module/snd_hda_intel/parameters/power_save

# Permanent
sudo tee /etc/modprobe.d/audio_disable_powersave.conf <<< "options snd_hda_intel power_save=0"


Wireplumber Suspend

Prevent unwanted suspend:

sudo sed -i 's/--\["session.suspend-time- seconds\] = 5/\["session.suspend-time- seconds\] = 0/' /usr/share/wireplumber/main.lua.d/50-alsa-config.lua
systemctl restart --user pipewire.service


VSCodium GPU

If it's crashing:

codium --disable-gpu


Chromium Proxy Setup

This is the part that actually makes everything usable. I run different work apps through different proxies. Here's how I launch Chromium with specific proxy settings:

# Basic proxy
flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server="http://192.168.8.204:3129;https://192.168.8.204:3129" & disown

# With certificate errors ignored (useful for internal corporate certs)
flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server="http://192.168.8.204:3129;https://192.168.8.204:3129" --ignore-certificate-errors & disown


I have multiple of these for different work contexts. It's not elegant but it works.

Flatpak Sandbox Chrome Alias

For convenience, you can set an alias that launches Chromium in a sandboxed Flatpak instance with the proxy already configured:

alias proxy="flatpak run --command=/app/bin/chromium org.chromium.Chromium --profile-directory=Default --proxy-server='http://192.168.8.204:3129;https://192.168.8.204:3129' --ignore-certificate-errors & disown"


This keeps the proxy settings isolated from your regular Chrome installation and ensures the sandboxed instance respects the corporate certificate chain.

The Router Setup

I use a travel router to connect my Linux machine to the work Windows machine via ethernet. It's basically a home lab but for work. The router runs Wi‑Fi 7, which is nice since my work laptops are from 2019 and don't support it. Since I'm proxying all traffic through the work laptop, this gives me low latency and fast file transfers.

15 Months In

It's been over a year now. Here's where I'm at:


	Running PopOS full time on my personal machine

	Work machine is only PopOS Cosmic

	The Rust proxy handles all my traffic routing to a Windows PC

	I use the proxy to split internet traffic - work stuff goes through corp VPN, everything else direct

	No more OneDrive - I use the web version, git, or my knowledge management system



Would I do anything differently? Maybe not have spent so much time optimizing Windows when all of work systems deploy to linux container in production anyways. The ecosystem lock‑in is real. Once you're in, it's hard to get out. But with some creativity and a custom code, you can make mixed‑OS workflows work for you.

Work VPN Conflicts

I use a full‑tunnel work VPN, which can be problematic for development. NPM, NuGet, and pip can be extremely slow because all traffic is forced through the corporate network. SSL certificates can also be an issue: with a full VPN, an intermediate certificate is installed and becomes part of the chain. I’m not a TLS expert, but it can cause headaches.

Companies may not even like proxies installed on the PC or allow them in general use. Route tables and routing traffic become interesting. I use a proxy in two different ways depending on the use case. I’ve been using an HTTPS proxy for over a year. It solved a few major issues for me. In the age of WireGuard and Tailscale, you might wonder why I still use it.

Conclusion


	Keep it simple. A single, lightweight proxy can solve a lot of headaches without the bloat of a full VPN client.

	Don’t over‑optimize. I spent a lot of time tweaking Windows, but the real win was the Linux side. Focus on the part that actually matters to you.

	Document early. The notes you keep for yourself become the next blog post. I’m still adding to this file, and that’s why it’s a living document.

	Stay curious. The tech landscape changes fast. What worked for me last year might be obsolete next year, so keep experimenting.



Bottom line: if you’re juggling a corporate VPN and a personal workflow, a transparent forward proxy is a surprisingly powerful tool. It keeps your traffic private, gives you remote access to home services, and lets you sidestep the slowdowns of a full‑tunnel VPN. Give it a shot and see how it changes your day‑to‑day dev life.

I tried to do OAuth token exchange with Authentik. Here is the security tradeoff nobody mentions.
I tried to do OAuth token exchange with Authentik. Here is the security tradeoff nobody mentions.
March 22, 2026
I was building a service that needed to call another internal API on behalf of a logged-in user.  This is a standard issue where services need to talk to each other was that user. I had Authentik running already so I went looking for RFC 8693 token exchange support which is not supported! Instead it is JWT authentication which is a legitimate machine-to-machine pattern but has a trust assumption baked in that is easy to miss until something goes wrong.

I built a demo repo that runs both approaches side by side - Keycloak with native RFC 8693, and Authentik with the JWT federation workaround - so you can see exactly where they diverge.

The Use Case

User logs into App A
  └─ App A wants to show: how many todos does this user have in App B?
       └─ App A calls App B /api/todos/count -- server to server
            └─ App B needs to know: who is this request for?


App A cannot just forward the user's token. It has aud: app-a. App B will reject it. You cannot mint a new token yourself - that defeats the whole point of a trusted identity provider.

You need the IdP to issue a new token for App B, carrying the original user's sub.

Option A - Authentik (JWT Authentication)

Authentik does not implement RFC 8693. What it does offer is JWT authentication (RFC 7523 client assertion), which lets one service prove it is who it says it is using a signed JWT as the client_assertion.

App A posts to the token endpoint using client_credentials with the user's access token as the assertion (app-a/server.js#L212-L217):

const params = new URLSearchParams({
  grant_type: 'client_credentials',
  client_id: APP_B_CLIENT_ID,
  client_assertion_type: 'urn:ietf:params:oauth:client-assertion-type:jwt-bearer',
  client_assertion: accessToken,
  scope: 'openid profile email on_behalf_of_sub',
});


One note on the client_assertion field: RFC 7523 normally expects a JWT signed by the client's own private key, not a user's access token. Authentik's federated provider feature accepts the user's access token here because it trusts the issuer, not because this is standard RFC 7523 client authentication. It works, but it is Authentik-specific behavior.

Authentik verifies App A's token comes from a trusted federated provider, then issues a new token with aud: app-b.

The problem: the issued token's sub is not the user. It is a service account - something like ak-App-A-Provider-client_credentials. Authentik has no mechanism in this grant path to forward the original user's identity into the token.

So App A passes the user identity separately when calling App B (app-a/server.js#L209-L217):

const countRes = await fetch(`${APP_B_INTERNAL_URL}/api/todos/count`, {
  headers: {
    'Authorization': `Bearer ${exchangedToken}`,
    'X-User-Sub': req.user.sub,  // user identity sent out-of-band
  },
});


App B trusts X-User-Sub because the bearer token proves the caller is App A's server. That trust is implicit, not cryptographic. A bug or compromise in App A could cause App B to return another user's data. The user identity is not bound to the token - it is just a header anyone with App A's credentials could fabricate.

The concrete risk: if App A is ever compromised (a dependency vulnerability, a leaked secret, a misconfigured env var) an attacker can call App B as any user in the system. The IdP has no knowledge of who the request is "for." App A decides that, and App B trusts it. With the Keycloak path, the IdP is the one asserting the user's identity in the token. App A cannot forge that claim even if it is fully compromised.


See it running with Authentik[image: Authentik demo: login, SSO into App B, todo count appears in App A with orange workaround badge]Option B - Keycloak (RFC 8693)

Keycloak has supported RFC 8693 token exchange natively since version 12. The grant type is urn:ietf:params:oauth:grant-type:token-exchange.

App A posts the user's access token as the subject_token and asks for a new one scoped to App B (app-a/server.js#L168-L185):

const params = new URLSearchParams({
  grant_type: 'urn:ietf:params:oauth:grant-type:token-exchange',
  client_id: process.env.CLIENT_ID,
  client_secret: process.env.CLIENT_SECRET,
  subject_token: accessToken,
  subject_token_type: 'urn:ietf:params:oauth:token-type:access_token',
  audience: APP_B_CLIENT_ID,
  requested_token_type: 'urn:ietf:params:oauth:token-type:access_token',
});


Keycloak validates the subject_token, checks the exchange policy, and issues a new token with:


	aud: app-b

	sub: <original user sub> (the real user, not a service account)

	azp: app-a - records who performed the exchange



With the user's sub already in the token, App A calls App B with no extra header (app-a/server.js#L188-L196):

const countRes = await fetch(`${APP_B_INTERNAL_URL}/api/todos/count`, {
  headers: { 'Authorization': `Bearer ${exchangedToken}` },
  // no X-User-Sub needed -- sub is in the token itself
});


App B validates the token's audience and reads sub directly from it. No extra header. No implicit trust. The user identity is cryptographically bound.


See it running with Keycloak[image: Keycloak demo: login, SSO into App B, todo count appears in App A with green RFC 8693 compliant badge]On the App B Side

App B enforces a strict audience check on every service-to-service call via requireServiceAuth (app-b/server.js#L88-L102):

const { payload } = await jwtVerify(token, JWKS, {
  issuer: discoveredIssuer,
  audience: process.env.CLIENT_ID,  // rejects any token not scoped to app-b
});


Then the /api/todos/count handler branches on IDP_TYPE to get the user identity from the right place (app-b/server.js#L162-L175):

if (IDP_TYPE === 'keycloak') {
  onBehalfOf = req.user.sub;         // sub is in the validated token
} else {
  onBehalfOf = req.headers['x-user-sub'];  // trusted only because aud check passed
}


This is where the security models visibly diverge. Keycloak: identity comes from the token. Authentik: identity comes from a header App A set.

The Key Difference

sequenceDiagram
    autonumber
    actor U as User
    participant A as App A
    participant IdP as Identity Provider
    participant B as App B

    U->>A: Login
    A->>IdP: Authenticate user
    IdP-->>A: User Access Token (sub: user, aud: app-a)

    Note over A,B: User requests data from App B

    rect rgb(255, 230, 200)
        Note over A,IdP: Authentik — client_credentials fallback
        A->>IdP: client_credentials + client_assertion (user AT as JWT)
        Note right of IdP: No user context in this grant
        IdP-->>A: M2M Token (sub: service-account-a, aud: app-b)
        A->>B: Bearer M2M Token + X-User-Sub header
        Note right of B: Implicit trust — B trusts the header because A is authenticated
    end

    rect rgb(200, 255, 200)
        Note over A,IdP: Keycloak — RFC 8693 token exchange
        A->>IdP: token-exchange, subject_token: user AT, audience: app-b
        Note right of IdP: Validates delegation policy
        IdP-->>A: Delegated Token (sub: user, aud: app-b, azp: app-a)
        A->>B: Bearer Delegated Token only
        Note right of B: Cryptographic trust — sub and azp verified from token
    end





	IdP
	Grant Type
	RFC 8693
	Identity Chain




	Authentik
	client_credentials (RFC 7523 client assertion)
	No
	Broken — requires manual X-User-Sub header



	Keycloak
	token-exchange (RFC 8693)
	Yes
	Preserved — sub + azp in issued token




With Authentik, you are trusting App A to tell the truth about who the user is. With Keycloak, the IdP is the one asserting it and App B can verify that independently.

Running It

Clone the repo, copy the env file, pick a stack:

git clone https://github.com/skittleson/IdentityExchangeAppsDemo
cd IdentityExchangeAppsDemo
cp .env.example .env

# Keycloak (RFC 8693)
docker compose -f docker-compose.keycloak.yml up -d


Add these to /etc/hosts first (both stacks use port 9000):

127.0.0.1 authentik
127.0.0.1 keycloak


Wait ~30 seconds for Keycloak to initialize. Then:


	App A: http://localhost:3993 (login here)

	App B: http://localhost:3994 (add todos)

	Keycloak admin: http://keycloak:9090



Credentials: demo / changeme for app login, admin / changeme for Keycloak.

Log in to App A, open App B in a new tab (SSO kicks in automatically), add a few todos, go back to App A. The todo count shows up. The Token Exchange Info card on App A shows which method was used and whether it is RFC compliant.

Takeaways


	Keycloak just works for RFC 8693. The setup script (setup-keycloak.js) automates the token exchange permission policy so you can see the full flow without manual admin steps.

	Authentik's JWT authentication is a legitimate M2M pattern. But when the goal is passing a user's identity downstream, the sub in the issued token is a service account, not the user. That gap is what forces the X-User-Sub header and shifts the trust to App A.

	The azp claim matters. In the Keycloak response, azp: app-a records which service performed the exchange. App B can use that to enforce policies about which services are allowed to act on behalf of users.

	aud validation is not optional. Both options enforce strict audience checking on App B. Skip it and any token from the same IdP gets through, which defeats the whole point.



References


	RFC 8693 - OAuth 2.0 Token Exchange

	RFC 7523 - JWT Profile for Client Authentication

	Keycloak Token Exchange docs

	Authentik JWT Authentication docs

	Demo repo - skittleson/IdentityExchangeAppsDemo
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May 31, 2026
At 2am the hallway started clicking. Not once. Forever. Two wall switches were flipping each other on and off in a tight loop. A soft relay machine gun in the dark. I finally went and watched the logs. The shape of it was unmistakable:

.155  RUL: POWER1#STATE...  ->  Publish cmnd/.166/Power 0
.166  MQT: cmnd POWER 0 received  ->  POWER OFF  ->  RUL: POWER1#STATE...  ->  Publish cmnd/.155/Power 0
.155  MQT: cmnd POWER 0 received  ->  POWER OFF  ->  RUL: POWER1#STATE...  ->  Publish cmnd/.166/Power 0


Each device applied the incoming change and then re-announced it. That made the other device apply it and re-announce too. Forever. If you have ever watched a replication storm, a webhook retry loop, or two event handlers feeding each other, you know this shape. It just doesn't usually live in your hallway wall.

The mechanism is general. A state-mirroring protocol where the receiver applies the effect but never updates the dedup key it uses to suppress its own echo. Every incoming message looks new. So the system amplifies instead of settling.

I built this into two light switches with Tasmota and MQTT while getting a new house's smart-home stack ready. The switches are Martin Jerry units talking to my own broker, mqtt_broker_esp. The goal was a virtual 3-way: flip either switch and the other follows. It worked great for months. Then a power blip hit. Both rebooted and started screaming at each other.

This is how the bug works, how I found it live instead of guessing, and the one-line fix that killed it.

The setup

Two switches, mirrored over MQTT. The naive version is obvious: when switch A changes, publish A's new state to switch B, and vice versa.

Rule1 ON Power1#State!=%var1% DO Backlog VAR1 %value%; Publish cmnd/<peer>/Power %value% ENDON


The !=%var1% part was my echo guard. The theory was simple. Store the last value I acted on in VAR1. Only publish when the state actually changes. The command coming back from the peer would then match VAR1 and get suppressed. One hop each direction, then quiet.

It looked correct. It survived months of normal use. It even has that satisfying no-IF-statement elegance that makes you feel smart. It was also wrong. It took a power outage to prove it.

The failure

After a whole-house power blip, both switches rebooted and started ping-ponging. My first instinct was the classic boot race. Both devices come up at once. VAR1 is empty. The guard can't suppress the echo during the volatile window. So I added a boot-settle guard. Disable the mirror rule for 10 seconds after boot, then re-enable it.

Rule2 ON System#Boot DO Backlog Rule1 0; RuleTimer2 10 ENDON ON Rules#Timer=2 DO Rule1 1 ENDON


Another power blip. Looped again. The band-aid didn't hold.

That's the moment to stop guessing and go look. Instead of theorizing harder, I cranked the log level and watched both devices live while I reproduced it by hand.

Watching it happen

Tasmota's web console has an endpoint the UI polls for log lines: http://<ip>/cs?c2=<counter>. You can scrape it yourself. I set both devices to verbose:

http://<ip>/cm?cmnd=WebLog%204


Then I polled both consoles in a loop, tagged each line by device, and started flicking a switch. The log told me two things immediately. Both were more interesting than my boot-race theory.

First, my "physical-press" fix wasn't even deployed. Both switches were still running the original Power1#State echo rule. So whatever was looping, it was the original design. Not the thing I thought I'd shipped. Always verify what's actually running before you debug what you think is running.

Second, and this is the real one: the echo guard never actually broke the loop. Here's the smoking gun, one hop in the chain:

MQT: cmnd POWER 0 received  ->  POWER OFF  ->  RUL: POWER1#STATE!=%VAR1% fires  ->  Publish to peer




Both .155 (a plain ESP) and .166 (the Tuya) firing POWER1#STATE...Publish on every hop. The loop feeding itself.

The peer's mirror command arrives as a direct write to cmnd/<me>/Power. That write flips the relay. But it never updates the receiving device's VAR1. So the incoming value always differs from the stale local VAR1. The rule fires. It republishes. The two switches settle into opposite phase and drive each other forever.

My guard only ever worked for a single, isolated, local toggle. Under any sustained back-and-forth it was useless. And no, debounce wouldn't have saved me. It would have just slowed the runaway to a more polite machine gun.

The Tuya wrinkle

My next idea was to mirror only on the physical button press, since an MQTT-driven relay change shouldn't generate a button event. Structurally loop-proof. Great plan, except the logs killed it too:

TYA: RX Relay-1 --> MCU State: Off


One of these switches is a Tuya device. The ESP talks to a separate Tuya MCU over serial. There is no Button1#State. The button press and the commanded relay change both come back as the same TuyaReceived dpId 1 event. They are indistinguishable. So "only react to physical presses" isn't even expressible on that hardware. Dead end. Good thing I checked instead of writing the rule and assuming.

The fix

Once I understood the actual mechanism, the fix was almost embarrassingly small. The bug is that an incoming mirror command updates the relay but not VAR1. So fix that: don't let the peer write Power directly. Have it send an event, and have the receiver set VAR1 before moving the relay.

Rule1 ON Power1#State!=%var1% DO Backlog VAR1 %value%; Publish cmnd/<peer>/Event SYNC=%value% ENDON ON Event#SYNC DO Backlog VAR1 %value%; Power1 %value% ENDON


That's the whole thing. When the SYNC event lands, the handler sets VAR1 = value first, then sets the relay. Now the resulting Power1#State equals VAR1, so the publish rule sees no change and stays quiet. The echo dies after exactly one hop. No timers, no debounce, no boot guard, and it works fine on the Tuya device because it's all just Power and MQTT.

One deployment gotcha worth writing down: before you arm this, get both relays into the same state and seed VAR1 to match. Otherwise they'll wake up disagreeing and fight to converge the instant you enable the rules.

Proving it

I don't trust a fix I haven't tried to break. So I hammered it: one switch, six rapid toggles, both consoles recording.



Six toggles in, six follows out. The receiving switch executed EVENT#SYNC -> Power1 every time and never once fired its own POWER1#STATE...Publish. The echo path was structurally dead. The moment I stopped pressing, everything went quiet. Both switches sat in the same state.

What I actually took away


	Verify what's running before debugging what you think is running. I almost re-debugged a fix I never deployed.

	Go watch the thing. Ten minutes of live logs beat an hour of theorizing about boot races. The logs handed me both the real root cause and a hardware constraint I didn't know about.

	Debounce wasn't the answer. It felt like the answer. Fast presses triggered it, so surely timing, right? But the loop was a state-tracking bug, not a timing bug. Slowing it down would have hidden it, not fixed it.

	The smallest correct fix usually comes after you actually understand the mechanism. Everything before that was duct tape.

	This bug class is everywhere. Any time a node applies an incoming change but doesn't update the key it uses to recognize its own echo, a two-party mirror becomes an amplifier. Light switches. CRDT merges gone wrong. Webhook retry storms. Event-sourcing feedback loops. Same shape, different blast radius. The fix is always the same: update the dedup key before you apply the effect.



The hallway is quiet now. For a smart home project, that's the highest praise there is.

Hardware and code


	Switches: https://amzn.to/4udkmqC, https://amzn.to/435hVLR, https://amzn.to/49xMQnw

	Broker / provisioning: https://github.com/skittleson/mqtt_broker_esp
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June 16, 2026
Many devices (such as a tv) only broadcast Bluetooth low energy while they are on then disappears when it turns off. That means anyone standing outside your house with a laptop can tell when you're watching TV, when you get up, and when you go to bed. No pairing, no password, nothing to hack.

I built a tool to explore exactly this: bluetooth-wos, a terminal scanner (inspired by DEFCON's Wall of Sheep) that sort of fingerprints nearby BLE devices past their randomized MACs, estimates their distance from signal strength, and uses known device to calibrate the rest. This post walks through how it works and how to stop your own devices from leaking this stuff.

TL;DR BLE devices leak more than you'd think. I built a tool that can scan and fingerprint devices past their randomized MACs, estimate distance from signal strength, and use one known device to calibrate the rest.



I've seen enough security-based issues to understand this could be a problem. Lately I've been interested in when devices come and go: 1. visitors around me 2. how many people are in this area 3. security reasons (should this device be here?) 4. why is this device no longer present?

How I scan: explore the devices around you now

From your phone use nRF Connect.  Easily scan devices around you.  Allows looking through service and characteristics data (such as temperature, humidity, battery levels).

now try it with a python lib called bleak is a common python library that can be imported to do a quick basic scan.  

  pip install bleak. 

Copy and past this into your python REPL.

import asyncio
from bleak import BleakScanner

def detection_callback(dev, adv_data):
    name = dev.name or 'None'
    rssi = getattr(adv_data, 'rssi', None) if adv_data else None
    tx_power = None
    if adv_data:
        tx_power = getattr(adv_data, 'tx_power', None)
        if tx_power is None:
            tx_power = getattr(adv_data, 'TxPower', None)
    parts = [dev.address, name]
    if rssi is not None:
        parts.append(f'RSSI={rssi}')
    if tx_power is not None:
        parts.append(f'TX={tx_power}')
    print(' '.join(parts))

async def main():
    scanner = BleakScanner(detection_callback=detection_callback)
    await scanner.start()
    await asyncio.sleep(10)
    await scanner.stop()

asyncio.run(main())


Output:

4F:0C:EE:XX:XX:XX 4F-0C-EE-XX-XX-XX RSSI=-77 TX=17
40:47:4E:XX:XX:XX 40-47-4E-XX-XX-XX RSSI=-72
4F:0C:EE:XX:XX:XX 4F-0C-EE-XX-XX-XX RSSI=-76 TX=17
34:48:7C:XX:XX:XX 34-48-7C-XX-XX-XX RSSI=-60
38:01:95:XX:XX:XX [TV] UN75J630D RSSI=-62
CC:6E:A4:XX:XX:XX [TV] Samsung Q7 Series (55) RSSI=-52
FC:4F:93:XX:XX:XX FC-4F-93-XX-XX-XX RSSI=-70
38:01:95:XX:XX:XX [TV] UN75J630D RSSI=-59
DE:D7:84:XX:XX:XX DE-D7-84-XX-XX-XX RSSI=-91
3C:06:0B:XX:XX:XX 3C-06-0B-XX-XX-XX RSSI=-51
29:2D:CF:XX:XX:XX 29-2D-CF-XX-XX-XX RSSI=-71
CC:6E:A4:XX:XX:XX [TV] Samsung Q7 Series (55) RSSI=-50
4F:7A:96:XX:XX:XX 4F-7A-96-XX-XX-XX RSSI=-98 TX=12
46:04:4C:XX:XX:XX 46-04-4C-XX-XX-XX RSSI=-85
C0:22:16:XX:XX:XX C0-22-16-XX-XX-XX RSSI=-73
38:01:95:XX:XX:XX [TV] UN75J630D RSSI=-57
C0:98:97:XX:XX:XX C0-98-97-XX-XX-XX RSSI=-93
38:01:95:XX:XX:XX [TV] UN75J630D RSSI=-57
7D:34:9B:XX:XX:XX 7D-34-9B-XX-XX-XX RSSI=-98 TX=8
38:01:95:XX:XX:XX [TV] UN75J630D RSSI=-58
5B:6F:9C:XX:XX:XX 5B-6F-9C-XX-XX-XX RSSI=-73
CC:6E:A4:XX:XX:XX [TV] Samsung Q7 Series (55) RSSI=-50
>>>


At first glance, this might seem harmless but combined with a persistent scan, tracking becomes easy.

Persistent Scanning Tool

Not being satisfied with such simple scan, I wrote this tool that gives device company, services, characteristics, and distance. I've mostly used this tool for basic tracking, device distance estimations, and spotting when new devices show up. I have a long list of ideas to add to it such as no-person detection, mqtt publish, home assistant integration, etc.  It also very much inspired by the Defcon's wall of sheep. 

BUT for the rest of this post I'll mostly look at tracking and prevention.

Beating MAC randomization

Random MAC addresses help, but they will not fully protect you. A MAC changing every few minutes doesn't mean you can't be tracked. We still see some pretty interesting information such as manufacturer data, and there are ways to overcome the rotation. For example, the name of the device or the RSSI (Received Signal Strength Indicator) value staying the same for long periods of time lets you re-link a "new" MAC to the same physical device.

Company / Manufacturer of each device

A public source of company identifiers which can be helpful to identify common devices. Easier to find exploits and/or features.

Services

These devices can have well known bluetooth gatt services / characteristics! Temperature, humidity, and battery service are common.  Auto resolving these can be tricky since most require a device to "notify". 

Ranging: how far away is a device?



The official way is to use the device transmission power, receiving power, and signal propagation (this value changes in a line of sight, walls, or heavy interference see quick reference and research paper).

distance = 10^((tx_power - rssi) / (10 * signal_propagation_constant))


Signal propagation constant is based on the environment like walls, interference, metal, and really anything that can stop a signal. The range is usually between 2-10, with 2 being in an open space and 10 with heavy interference. Typical modern drywall homes tend to see n = 4–6 for straight-line-of-sight paths. I use 8 in a modern home — that's a conservative value, better suited for heavily obstructed multi-wall paths. 

How do you do it with a device's RSSI only?  Not nearly as accurate BUT there is an approximation.

RSSI = C - 10n × log₁₀(distance)


Calibrating unknown devices against known ones

This is a practical part of this post and why i think its the most useful; finding device distance with a known constant device. The tool collects all devices that DO have a known TX power, builds a log-linear regression model of log10(distance) vs RSSI, then uses that model to estimate distances for the devices that don't. The reference TX power is derived from the known device rather than assuming some common default value.

A quick illustrative example. Say one device advertises its TX power and the model puts it at roughly 5 meters at an RSSI of -60. Another nearby device with no TX power is coming in at about -62. Since it sits on almost the same point of the fitted curve, the model estimates it at a similar range: call it ~5-6 meters. Drop to an RSSI of -75 and the same model pushes the estimate out toward ~12-15 meters. One calibrated anchor, and suddenly every anonymous device on the scan has a rough position. These are rough estimates! Not precise ranging since RSSI is noisy. Every device with * next to it is ranged.

Presence detection: who's home, and when

Static BLE Devices = Surveillance Tools

Static devices that never ever move: TVs, lights, temps, smart locks, etc. The interesting thing about these is they are location indicators and/or human presence indicators. For example many TVs with BLE doesn't show up until the TV is ON and disappears when OFF. This could give insight into whether someone is watching TV (or simply that a TV is on). Which means it also leaks when a house goes quiet and everyone heads to bed. I assume this is a way to save power or turn off the functionality when it's not needed.

Static devices that DO move... like AirTags, Tiles, and BLE tags are REALLY interesting since this allows tracking of coming/going. Those MACs don't change often (usually 15 minutes) since they are meant to be found. You can see this feature is now showing up as a problem since Apple/Google now notify you when a device you don't know is following you.

Put all these together in a persistent scan turns turns into a presence log:


	Human presence
	a TV being ON/OFF is a clear indicator of whether someone is home... or going to bed

	an AirTag/Tile seen, then disappearing, then reappearing at certain times of the day (when someone is coming home!)





	The ability to get distances using other devices that have transmission power.

	Exposure of semi-sensitive information via device metadata.

	How many individuals are within the area.



Can you detect someone scanning for devices?

It depends on how they're scanning. Passive scanning, like listening, is invisible. The radio is just receiving so there is not much to detect. Active scanning is possible to detect since a scanner will send SCAN_REQ to advertisers. This is very low level, so you're not going to be able to capture it with a phone or laptop easily. Verdict here: nearly impossible to detect.

Insights of real data

Most identifying named devices


	[TV] Samsung Q7 Series (55) — specific 55" QLED, present the whole capture, ~0.41 m

	[TV] UN75J630D — specific 75" Samsung model, whole capture, ~0.62 m

	COROS PACE 3 676710 — running watch with an embedded serial, wrist distance

	soundcore AeroFit 2 Pro — specific Anker open-ear earbuds

	Samsung SmartTag2 ×4, Philips Hue ×2
The two TV model numbers and the watch serial are the most privacy-revealing static strings.
Residents vs. passers-by (sharply bimodal)




	341 devices seen in a single instant → passers-by / neighbors / the Fast Pair swarm.

	26 devices = ~80% of all observations; only 7 persist the full 85 min → fixed infrastructure + the owner's carried gear.
Proximity — the owner's own kit
Sub-meter, whole-session devices: Soundcore earbuds (0.27 m, −45 dBm), both TVs (0.4–0.6 m), COROS watch (0.75 m, min 0.24 m). A tail of Apple/Samsung fingerprints sit at 2–3 m with RSSI bottoming at −100 dBm → adjacent rooms / neighbors.
The standout behavioral event (device correlation)
The tool caught one person walking in and putting in earbuds at 23:59:

	The LE advertiser rotated MAC 3× while approaching: 2.12 m → 2.02 m → 0.27 m

	The classic Bluetooth audio profile lit up at the exact same second and identical 101-observation window as the final LE fingerprint — earbuds switched on and worn at the desk.



How to protect yourself

This section matters as much as the scanning. Reduce your exposure with the following concrete steps:


	Disable Bluetooth on devices that don't need it. TVs are the big one — if you're not using BLE remotes/casting, turn it off in the TV's settings. Same for smart plugs, bulbs, and anything that broadcasts 24/7.

	Use Airplane Mode in sensitive areas. It stops your phone (and its accessories) from advertising altogether. Toggle it when you don't want to be trackable.

	Turn on unknown-tracker alerts. Both Apple and Google now warn you when an unfamiliar AirTag/Tile-style tracker is following you.
	iOS: alerts are on by default; you can also run Settings → Privacy & Security → Safety Check.

	Android: Settings → Safety & emergency → Unknown tracker alerts (and the standalone "Find My Device" scanning).





	Audit what's broadcasting. Run a scanner (nRF Connect, or the tool above) around your own home to find surprising devices around you and lock them down.
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